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Password authentication is losing viability

In Our Inbox: Hundreds Of Confidential
Twitter Documents

)y Michael Arrington on Jul 14, 481 Comments Kl ke 11 (IS | 82 | 1408
h7 Ta) Financial ferecast Feb 200915
F.m_-—--—_-
2 2008 2010

3

4 Usersin 8 12 16 2% 35 48 72 100
5

6 Revorue 50. $0. 400000,  $4000000. $8000000. $17000000. $53000000.  $62000000.
7

8 Total Yearly $4400000. $140000000.
9

10 People 30 45 60 8 120 107 75 345
11 Target: 65 Target: 500

12 PeopleCost  §1050000. $1575000. $2100000. S$2730000. $4200000. $6895000. $9625000. 512075000,
13

14 OrgCostsans  $2030000. $3045000. $4060000.  $6343750. $8881250. $12180000. $18270000.  $25375000.
15
16 Gross Margin  $43050000. $39330000. $33570000. $28496250. $23415000. $21340000. $46445000.  $70995000.

17

18 NetEamings  $26567500. $25564500. $21820500. $18522562.5 $15219750. $13671000. $30189250. $46146750.
19

20 Costof 1015

Twitter hack
July 2009
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Password authentication is losing viability

guardian.co.uk Searc

News Sport

ment Culture | Business Money | Life & style Travel Environment |*

‘Technology blog

TECHNOLOGY T
14 1
q

32.6m passwords may have been b By

compromlsed' RockYo hqck

ers are being

[a]=]<]=] =]

A targer smaller

Tect
"
w
[
blog

RockYou SQL injection hack
January 2010

J. Bonneau, S. Preibusch

. of Cambridge) The password thicket

June 7, 2010

2/28



Password authentication is losing viability

Facebook founder Mark
Zuckerberg 'hacked into emails
of rivals and journalists’

By MAIL FOREIGN SERVICE
Lastupdated at 2:09 AM on 6th March 2010

) Comments (5| F]A

o My Storie

Facebook founder Mark Zuckerberg has
been accused of hacking into the email
accounts of rivals and journalisis.

The CEO of the world's most successful
social networking website was accused
of at least two breaches of privacy in a
series of articles run by
Businessinsidercom.

As part of a two-year investigation
detailing the founding of Facebook, the
magazine uncovered what it claimed was
evidence of the hackings in 2004

In the firstinstance, it said that, when
Zuckerberg discovered that Harvard's
student newspaper The Crimson was
planning on running an article on him in
2004, he used reporters’ Facebook logins.
1o hack into their accounts.

In the second instance, the magazine
claimed Zuckerberg hacked into the
aceounts of rivals at Harvard who
accused him of stealing their idea for a
sacial network. He then allegedly tried to
sabotage the rival network they had set
up.
Business Insider claimed that Zuckerberg
leamed The Crimson was planning to
write an article on him when he was.
called in for an interview in 2004, Allegations: Facebook founder Mark
Zuckerberg

The newspaper was investigating

allegations by ether Harvard students

that Zuckerberg had stolen their social networking idea - allegations that are now
well-documented and bacame the subject of 2 $65million legal sult

Zuckerberg e-mail hacking
2005
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Password authentication is losing viability

TechCrunch asout | wore Headines

Twitter Asks Users To Reset Passwords After Possible Phishing
Attack

Robin Wauters

T Teemox
TechCrunch.com
Tuesday, February 2, 2010; 1:20 AM PIResie &, print

@ Emai
Twiltter is locking many users out of the system this

vt e

morning, and sending them notices that they need to ot | FREEFORGODAYS]
change their passwords in order to regain acces
service, due to concerns over a possible phishing attack Comment ©
While some people are worried that the c-mails might O conr

have actually been a phishing attack, the
tweets from users having received the same message
after effectively gelnnzdemed1cce<slolhelr1ccounls WS BLOGGING mvmeasy Sphere |
0 this scems 100% legi

COMMENTS ARE CLOSED

» Links to ths artcle %

The message, copied here by a blogger, reads:

Due to concern that your account may have been compromised in a phishing attack that took
place off-Twitter, your password was reset. Please create a new password by opening this link
in your browser: [PASSWORD RESET LINK].

The message adds:

Asa reminder, you should be extraordinarily suspicious of
artificially inflate your follower count. We do not endorse ai

y third party that offers to
y of these sites.

Twitter mass reset
February 2010




A thicket 30 years in the making

el

We’ve conducted experiments to try to determine typical
users’ habits in the choice of passwords . .. The results were

disappointing, except to the bad guy.

—Morris and Thompson, 1979
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Conventional wisdom is gloomy

@ Users can’t manage DE S n—
e re-use |b'
e weak passwords H\S S\AQQD K

e post-it notes

o sharing !r“le.wols 59‘7
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Conventional wisdom is gloomy

@ Users can’t manage Mipassfaces”  enroLLnG @
@ re-use
e weak passwords
e post-it notes
e sharing

© Free alternatives hard
e graphical
e cognitive

Click on Your Passface.
There is only one on the screen.

PREVIOUS NEXT HELP

Passfaces
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Conventional wisdom is gloomy

@ Users can’t manage
@ re-use
e weak passwords
e post-it notes

Sundevil Banking

e

e sharing m j
@ Free alternatives hard = *“'" :
e graphical : N
e cognitive e <
© 2-factor too expensive

e hardware tokens
@ client certs
e smartphone

Cronto
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Conventional wisdom is gloomy

OpeniD, OAuth, and Facebook Connect:

@ Users can’t manage R et D Asaoutiny and
Y re_use ‘Web Application | N
Identity

e weak passwords

i)
e post-it notes 3

e sharing ‘ | %% L v
@ Free alternatives hard OperD N &4

e graphical "|<}‘: )

e cognitive o R
© 2-factor too expensive

OpenlD/OAuth stack
e hardware tokens

e client certs
e smartphone

© Single sign-on limited
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Password collection remains ubiquitous

100% -que— . . .
A prevention of password sharing amongst top US sites
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Supply side of the market remains poorly understood

@ How does the user experience vary from site to site?

© What implementation weaknesses exist?

© Which circumstantial factors affect sites’ implementation choices?
© How do sites’ security requirements affect their choices?

© Why do websites choose to collect passwords?
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Coarse classification of password deployment cases

Identity

J. Bonneau, S. Preibusch (U. of Cambridge) The password thicket June 7, 2010 7128



Coarse classification of password deployment case

Quantity: \ 3\

[:h_’m’ Add to Cart l

or
(@™ Buy now with 1-Click” |

Ship to:
[Joseph Bonneau™ 3|
[ Add gift-wrap/note
or

@b Add to Cart with I

Amazon Prime Free Trial
required. Sign up when you
check out. Learn More

| Add to Wish List | = |
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Coarse classification of password deployment cases

() CURRENT E-MAILS

You have no subscriptions for Email newslatiers.

& MY ALERTS +Create News Alert

You have no alerts, use the "Greats News Alert” link above to create one.

9 MY STOCK ALERTS +Greate Stock Alert

You have no alerts, use the "Create Stock Alert” link above to create one.

S COMMENT NOTIFICATIONS

Receive a nofification when your commentis posted or replied to by an NYTimes reporter. SUBSCRIBE

TODAY'S HEADLINES

TODAY'S HEADLINES SUBSCRIBE

Get general top headines or ereats a customized e-mail by selecting from the categories

+ See Sampie

Ous [C] Daiy Featured Secton [ Editoral
[ sports [ Business (] Technology
(0] Poltios [ Workd [INY Region
[JopEd [CAds

Content
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Random study sample designed for depth, breadth

Go Ug‘[e‘ amazon.com. @

e WAL*MART
YaHoO! Buy.com @

FOQZRARL, truthdig:

O!Z“'x’wS TigerDirect.com OnTheSrow
ferﬂm com . @ THE _O D;I.IN EEEEEEEEEEEEEE
Loty (ayolletten LE OFREILLY
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Site classification allows for feature overlap

Feature | C Tot.
News displayed 15 0 49 64
Products for sale 4 50 1 55
Payment details stored 7 3 2 39
Social networking 28 1 2 31
Premium accounts available 17 3 8 28
Email accounts provided 17 0 2 19
Discussion forums 16 1 2 19
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Complete evaluation of visible password security

@ enrolment

@ p. advice
e data collected

IKEA
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Complete evaluation of visible password security

Login

@ enrolment

° p adv|ce fﬁg\gré_lgsjf;iizyuur profile. For more information regarding your order call
e data collected © Login in here

- Enter your username: (email address)
@ login d
@ data transmission

Forgot your password? Click here

= Remember me What's this?

IKEA
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Complete evaluation of visible password security

@ enrolment

@ p. advice

e data collected
@ login

e data transmission
© update

e re-authentication
@ p. requirements

Change my password

Change your password. Follow the instructions below.

Fields marked with * are mandatory

© Enter password

password rules
Password must contain at least 7 characters

Password must contain at least 1 digit

Password must contain at least 1 letter

Password must not be the same as usemame

Password can not have 3 of the same consecutive characters, nor 4 of the same characters
throughout.

*0ld password

*Password
\ \
©) save my new password
['save and continue -

IKEA
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Complete evaluation of visible password security

Request a new password

@ enrolment

@ p. advice

e data collected =X
@ login

e data transmission —
@ update o

e re-authentication
@ p. requirements

© Get new password

Q recovery e
e backup auth. IKEA
e replacement
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Complete evaluation of visible password security

Loai
@ enrolment oan
Y p adV|Ce \[?g\[’nof?‘;:ﬂe:éxourproﬂ\e. For more information regarding your order call:
e data collected e
e Iogin © Login in here
° data transmission Enter your username: (email address)
© update I
e re-authentication -
@ p. requirements IKEA
© recovery

e backup auth.

e replacement
© attacks

@ user probing

@ p. guessing
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Semi-automated human-in-the-loop evaluation

Mozilla Firefox v 3.5.8 with:

Autofill Forms 0.9.5.2
CipherFox 2.3.0
Cookie Monster 0.98.0
DOM Inspector 2.0.4

Greasemonkey
0.8.20100211.5

Screengrab 0.96.2
Tamper Data 11.0.1
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@ How does the user experience vary from site to site?
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User experience varies considerably

Please register to gain free access lo WSJ tooks

Choose a Password, which First Name Last Name
you'll also enter each time you ‘
use this service. Your Emai {your email address will be your login)

password should be 5-15 ‘
characters in length and |
shouldn't include punctuation,
symbol characters or spaces. ‘ -

From time to time, we will send you e-mail announcements on

Impﬂmt: “relll Te COTd YOUT new features and special offers from The Wall Street Journal
User Name and Password Onine.

EXACTLY as you type them, so REGISTER NOW )

make a note if you enter in

upper and lower case. Why Register? = Privacy Policy | Terms & Conditions

WSJ 1996 WSJ 2010

@ Bare-bones password entry is universal
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User experience varies considerably

Advice | C Tot.
Use digits 9 6 3 18
Use symbols 9 2 3 14
Graphical strength indicator 9 0 2 11
Difficult to guess 5 2 2 9
Not a dictionary word 6 0 2 8
Change regularly 4 0 1 5
Any 18 8 7 33

@ Bare-bones password entry is universal
@ Advice rare and inconsistent
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@ What implementation weaknesses exist?
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TLS deployment sparse and inconsistent

Please enter a new password
&
Email: facebook@ucam.preibusch.net

New Password: -

(required)

Confirm Password:

(required)

Change Password

s Keep me logged in orgot your pas

Sign Up
It's free and anyone can join

Password
= Do not use the same password that you use for other online accounts.
= Your new password must be at least 6 characters in length.

= Use a combination of letters, numbers, and punctuation. First Name:
« Passwords are case-sensitive. Remember to check your CAPS lock key. Last Name:
Your Email:

Old Password:
New Password: New Password:
e Tam: Select Sex: *

Confirm Password:
equired Bigthday: Month: * Day: * Year: v
Why do I need to provide this?

Change Password

Facebook

June 7, 2010 2/28
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TLS deployment sparse and inconsistent

TLS Deployment | C Tot.
Full 10 39 10 59
Full/POST 3 1 1 5
Inconsistent 14 6 5 25
None 23 4 34 61
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No standard for password length

1.0 T T T T
- - Identity sites
- - E-commerce sites
I | Content sites |

Payment sites
Premium sites
All sites

0.6

0.4

Proportion of sites accepting passwords of length n

02F-=--=--== e E

0.0 1 2 3 4 5 6 7 8

Password length n
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No standard for password recovery

Dear Joseph Bonneau,

You requested us to send you your EasyChair login
information. Please use the following data to log in to
EasyChair:

User name: jbonneau
Password: -----

Best regards,
EasyChair Messenger.

EasyChair (not surveyed)
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No standard for password recovery

Hello, jbonneau:

Thanks for using your Ticketmaster account.

This is a temporary password: ---

Use this temporary password to login and reset your
password again.

We hope you enjoy using your account!

Thanks,
The Ticketmaster Team

Ticketmaster
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No standard for password recovery

Hi jbonneau,

Someone requested that your Last.fm password be reset.
If this wasn’t you, there’s nothing to worry about -
simply ignore this email and nothing will change.

If you DID ask to reset the password on your Last.fm
account, just click here to make it happen:
http://www.last.fm/?id=<userid>&key=<authentication-token>

Best Regards,
The Last.fm Team

Last.fm
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No standard for password recovery

Recovery Mechanism | C Tot.
Email only 32 42 46 120
Email plus personal knowledge 11 4 3 18
Personal knowledge only 5 2 1 8
None available 2 2 0 4

Email contents

Original password (cleartext) 5 14 17 36
Temporary password 11 15 12 38
Reset link 29 18 20 67
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Password guessing rarely prevented

The following errors were encountered
® You afe only permitted to make four login attempts every 1 minute(s)

Return to Previous Page

Truthdig

@ Timeout

J. Bonneau, S. Preibusch (U. of Cambridge) The password thicket June 7, 2010



Password guessing rarely prevented

Sign In

Too many tries!

If you forgot your password, you can get help
finding it, or you can open a new account.

Cafe Press

@ Lockout/forced reset

J. Bonneau, S. Preibusch (U. of Cambridge) The password thicket June 7, 2010 14/28



Password guessing rarely prevented

Log in

Don't have an account? Create one.
To help protect against automated password cracking, please enter the words that appear below in the box (more info):

sigtgovrteg

(I
Username: |test—|
Password: |:|
[) Remember me (up to 30 days)

| Login || E-mail new password |

Wikipedia

@ CAPTCHA

J. Bonneau, S. Preibusch (U. of Cambridge) The password thicket June 7, 2010



Password guessing rarely prevented

countermeasure \ | C Tot.
CAPTCHA 11 2 1 14
timeout 2 1 2 5
reset 1 3 1 5
none 37 43 46 126

J. Bonneau, S. Preibusch (U. of Cambridge)
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Password guessing rarely prevented

limit | | C Tot.
3 |3 0 0 3
4 |1 1 0 2
5 |3 2 4 9
6 |2 2 0 4
7 |1 0 0 1
10 |2 0 0 2
5 |1 0 0 A1
20 |0 1 0 1
25 |1 0 0 1
>100 | 37 43 46 126
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User probing prevention rarely complete

Create an Account
Required information for Google account

Your current email address: ‘

There's already a Google Account associated with this email address. Please
sign in; or, if you forgot your password, reset it now. [?]

Google

@ Enrolment
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User probing prevention rarely complete

Sign In

E-mail:

Password:
Remember me on this computer

! ] Oops, unknown user email. Have you signed up yet?

Forgot your password?
Ask

@ Login

The password thicket June 7, 2010
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User probing prevention rarely complete

Request to Reset Your Password

Please fix the following errors:

e We're sorry, but that email address is not in our records.
Please confirm your information is correct and try again.

Don't worry about forgetting your password, resetting it is quick and easy.

Just enter your email address:

Continue

Zappos!

@ Recovery

J. Bonneau, S. Preibusch of Cambridge) The password thicket June 7, 2010 12/28



User probing prevention rarely complete

interface | | C Tot.

enrolment | 4 1 1 6
login 43 41 38 132
reset 11 7 2 20

all 1 1 0 2
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10-dimensional password security policies

feature cardinality
Enrolment email contents 8
Password advice 16
Minimum password length 8
Password requirements 16
Federated login support 8
Password update 8
Password recovery mechanism 8
Brute force restrictions 4
User probing restricted 12
TLS deployment 4
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Most sites re-inventing the wheel

Uniqueness radius % of sites

100.0
90.6
56.0
24.0

7.3
1.3
0.0

OO, WN—=2O

June 7, 2010
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Security-conscious sites are pioneers

© TheGoiWord B ICPemey 5 @ Gamespor
@ Buyeom Q Mixx W Wikpedia Godmi
) Wordpress > Wash.Post T Calepess S Aidaba s Legend
1 i, chr. o e, ot s i, et I—— Identitysite
o FairfxDig
& Deviant A ® W5 Journal ® Cragsist E-commerce ste
© Hushrmil 0 Linkedin o
s P PP i -
22 Network 0 TigeDirect 7 vl ter o st
Tinesf ndia Topn s Cont. Tuiter Cea
[ Bl OReily
« Chicago Tib o cner
B Bloomberg Reuters s
I Houston Chron. oo
@ PressTeegram [ Bath & Bocy W.
LA Times I 51 Mercury News 4 Horchow s
T Times Onlie = BestBuy s A
N Dalls M. N © Miami com I The Economist 2 Newkgg s
& Ft Worths.T. —— - A Fich ®SieAsrW. o % MySpace
] Fin. Times & Orlando Sent. nthvopologie  § Sears s P
e New York Pest € Costeo S ©ODWEmie s O itz
& Westher Und Post-Tribune [ Fredericks  $ u setera s 24 Google s
W Seattle Weekly % Eddie Baver £ HomeDeget a Amazon o Ebay
© Bk 2 Weather Channel Hermes Shoptiop s
€ ol com Owsock S 0 Facebook  §
@ Shoplet @ TuoPesina Oriental Trad © Toget s 1 Yahoo!
O ArtBeads * Lucky Vitamin A Rel s
= spigel FET) @ Rand Melialy . Trings Rem ~ cnsc
HSeaTP S 2 Zappos! s
D Bodybuiking S| @ Gawab, Wainare s
aNobii ® Plaro
® CBS Sports = b
3 ResearchGate @ Swiss Mail
< Reddit  Sonico
Wasabi
£ SF Chronicle I Forbes E1 Lincoln 1.5 (m e s X Barnes & Noble_§| [ IMDB
B Florids-Times U
TCPaim & NY Times 8 PhilyBurbs
& Indian Express B Mivaukee 1.5 (@ Ticketwer s @ TickeMaster
1A The Guardian [ The Drum 3 The Courier)
FootballFan 1 COWow
SoftHome @ Lastim The Tennessean < Xanga = esen e I Children's Place
1 Ferity Fr.
& The Piate Bay LieMacha td Truthdig
s : @ Mailcom @ Sumblpon
1 Nash. Scene @ cBooke © Askeeves i Mai2World
EmilAccount i Topeka C-J. . Canada.com
© philycom * Macy's S [ USAToday PhotoBucket
TalbiaNow
D Sac Bee Victor'sS. S H Huff Post
[ 1 2 3 4 5 [ 7 8 9 10
score
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© Which circumstantial factors affect sites’ implementation choices?
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10-point aggregate password score used for analysis

feature scoring
enrolment
Password selection advice given +1 pt
Minimum password length required +1 pt
Dictionary words prohibited +1 pt
Numbers or symbols required +1 pt
User list protected from probing +1 pt
Cleartext password sent in email after enrolment —1pt
login
Password hashed in-browser before POST +1pt
Limits placed on password guessing +1pt
User list protected from probing +1 pt
Federated identity login accepted +1 pt
password update
Password re-entry required to authorise update +1 pt
Notification email sent after password reset +1 pt
password recovery
Password update required after recovery +1 pt
Cleartext password sent in email upon request —1pt
User list protected from probing +1 pt
encryption
Full TLS for all password submission +2 pts
POST only TLS for password submission +1 pt
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More popular sites do better
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Popular, growing, competent sites are more secure

el
2 —
8 c
5
£ 3 £
3 £ 3 2 8 3§ ¢
° © (<)) = © ° €
E £ % 3 £ E § 35 5
A8 & 3 g2 8 & 5 3
o S 2 <] 7 <] & c =
° o S H ° H o 5 El
o ° o] a S a — - g
2] o = © S © o > o
> © Q Q. c =
B o o = > - o = E
s g £ 5 & % § 2 5
7] ° 171 £ o = Qo = =
# o ¢ = 3 § F g X
o [ (O] = a &} z i} [&]
Positive 3-mo. traffic change T + T T + +
Years online > 10 T 1l + 1 1
Load time < med. 1 T 1 1 — T 11l
Traffic Rank > 251 %ile T T + + 11 +
Traffic Rank > med. T L + T 1 T + +
Traffic Rank > 751 %ile T 11 T 11 1 + 111 "
Industry Traffic Rank > 251" %ile | 111 + T 1 T +
Industry Traffic Rank > med. T —+ T T T T
Industry Traffic Rank > 75t %ile TTT T I T 1 — T +
Page Views > 251 %ile T T N
Page Views > med. T T + T 1 T + +
Page Views > 75" %ile T T + 1 m T 11 111

J. Bonneau, S. Preibusc of Cambridge) The password thicket June 7, 2010



© How do sites’ security requirements affect their choices?
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Content sites provide the least security

Proportion of sites receiving a score > n
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Payment-storing sites do it best
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Security policies vary far more than requirements
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© Why do websites choose to collect passwords?
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Content sites want email, marketing data

Gender: o Male - Female

Year of Birth: ‘W‘ (Click here if you are under 13)

ZIP Code: 12345

Country of Residence: United States "
Household Income: $150,000 or more

Job Title: CEO/President/Chairman

Industry: Manufacturing M
Company Size: 1000+

New York Times
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Content sites want email, marketing data

Data | C Tot.
Email address 38 50 49 137
Email verified 29 1 35 65
Email updates offered 21 42 47 110
Postcode 15 30 34 79
Mailing address 5 19 8 32
Phone number 5 20 7 32
Marketing data 4 6 13 23
Username 35 5 29 69

CAPTCHA 29 3 11 43
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Economic models
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Economic models

@ Password over-collection is a tragedy of the commons
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Economic models

@ Password over-collection is a tragedy of the commons
@ Password insecurity is a negative externality
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Regulatory fixes
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Regulatory fixes
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Regulatory fixes

TRUSTe

@ Tax
@ Licensing
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Regulatory fixes

@ Tax
@ Licensing
@ Liability
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Regulatory fixes

e Electronic Authentication
Guideline

INFORMATION SECURITY

@ Tax

@ Licensing
@ Liability

@ Standards
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Perspectives

Change Your Password (optional)

A Password must be at least 6 characters or longer, and may not include blank spaces, or the characters:
<>" (A good example of a password: RUGT_7).

New Password: I Please note passwords are case sensitive.

Confirm Password: I

Costco

@ It’s a thicket out there
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@ It’s a thicket out there
@ The market is failing
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@ It's a thicket out there
@ The market is failing
@ Psychological barriers may exist
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OpenlD to the rescue?

Registering for Mixx is fast, fun, and easy! Here at M, we don't think y ou should have to create yet another
username and password. We work with several sites that you may already use. Simply select the account you'd like
your new Mixe account to work with and we'll handle the rest!

AOL® | yasioo! | Google | facebook |

Register using your OpenD URL

Mixx
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OpenlD to the rescue?

Feeling geeky?
When you log in to a website that supports OpenlD login we'll send your OpeniD identifier to the website so it can identify you.

To make things easy, we have generated this identifier for you:
https://me.yahoo.com/a/OU2iCjRytdHt3TZVle

You don't need to save this identifier. While logging in to websites, you can simply look for a Yahoo! button or type
yahoo.com in the OpenlD text field. You can also choose additional custom identifiers for your Yahoo! account below.

Yahoo!
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Questions?

jcb82@cl.cam.ac.uk
sdp36@cl.cam.ac.uk

Data available online:
http://preibusch.de/publ/password-market
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