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Research Questions

= What does the global SN market look like?
= How do market conditions impact privacy?

= Do SN operators compete on privacy?
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Methodology and Scope

= Survey of N=45 popular social networking sites

= 250+ criteria evaluated for each site

General Site Characteristics
Privacy Claims
Privacy Controls

Privacy Policies

= Synthetic scores for privacy, functionality
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General Purpose

Facebook
hi5

Orkut
LivedJournal
NetlLog
PerfSpot
nE 4
Badoo
CyWorld
Xanga
BlackPlanet
MocoSpace
Impulse
Bahu

Eons
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MySpace
Bebo
Friendster
SkyRock
Tagged
Live Spaces
Multiply
Sonico

Ning
MyYearbook
Plaxo

Hyves
Yonja
Nexopia

Sample Coverage: Sites Included

Last.fm
Flixster
Imeem
BuzzNet

LinkedIn
XING
Viadeo

Niches

Classmates.com
myL.ife

ExperienceProject
Kaioo
Imbee

Habbo
Gaia Online
CouchSurfing
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An Evolving Market

Most sites very young: median age 5.1 years

No established business model: 17 | 45 sites offer subscription

Wide diversity of features, privacy controls

Many sites evolved from other initial purposes

All websites expand until users can add each other as friends.
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Competition

1. Google UK

2. Facebook

3. Google

4. YouTube

5. Yahoo!

6. Windows Live
7. BBC

8. eBay UK

9. MSN

10. Wikipedia
11. Blogger

12. Amazon UK
13. Bebo

14. MySpace

15. Twitter

16. Flickr Alexa Traffic Rankings, UK
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Globalisation

Please select your Language:

English English
G@ans Tikaans

Shaip Albanian
il Lahic
qreert Beng:
Bwirapcen Bulgarian
Catala Catalan
Sugbuanon Cebuano

T (jabE) Chinese (Simplified)

i) Chinese ( Traditional)

stina Czech
Danslk Danish
Nederlands Dutch
Eesti stonian ¥
oy INersion Alnkaans Alrikaans
Suomi Finnislt
Frangais French - i . .
shqip Albanian
EARmAKE Greek
nMay Hebrew - = 1
2 da | Arabic
Magyar Hungarian
Islenska Icelandic .- 1:] I
Bahasa Indonesia Indonesian '\l I B ” B Enga]l
Italiano Italian

EER Japanese - £
&30 Korean Brnrapcen Bulgarian
Latviesu Latvian
Lietwvin Lithuanian a
MaKe[oECKH Macedonian I: at a] 'j I: a.talaJ-I.
Bahasa Melayu Malay
et Marathi 5 ]:I |: ]:I
Norsk Norwegian 1' g 1' a]-l D]-I E uaJ-I'l:l
Palski Polish
Portugués Portuguese
it Punjabi
Roména Romanian
Pyccrui Russian
Srpskohrvatsld Serbo-Croatian
Slovengina Slovalc
Slovenséina Slovenian
Espafiol Spanish
Svenska Swedish
Tagalog Tagalog
Sl Tamil
Senld Telugu
it Thai
Tiirkge Turldsh
Yepainceka Ukrainian
sl Urdu

PerfSpot (46 Languages)

g% UNIVERSITY OF Bonneau, Preibusch 11

“8° CAMBRIDGE




American Control

way, Belveders I

x £ :
A 3 4
Sausalita = % 2

Treasure
Island]

Marina y
N dDistnct pionn

helRresidio oTREE40 Hollow
San Francisco

Richmond &
District Syn”

Francisco |

Sunset L
ounee! Castrol|l (4
Golgen Gate,
Hesghts
Balzoa
ey \ Hunters
Faint

STONESIOWN | e ‘l il
parments WZID q
/=~ Oceanview
L
Broaamlo.ler
Iv. Ci Brisbane « 5
Daly City 1
/)
Colma /

27
South San
|\ \Francisco
| N _._',\,
u\ WL san Francise
§

San Bruno (101§ Int! Aifport

i oy
D e
Millbrae
)
[

Pacifica

San BediojValley Hillsbaraugh
@ County Park HillsSags,

)\ San Mateo

\,
13 R
&3 N
Ee Montara
(e}
Baywood
Moss Beach X
N El Granada R
B
Miramar
Half
Mocn Bay

Golden Gate:

MNational

Recreation Area

5 UNIVERSITY OF §

% CAMBRIDGE 12

Burlingame :\\

S
3 7 Rheem | oz paiios
' 5 Valley
/ Burton
Denald el
Blufts
Canyon Moraga
3
Piedmont
[ Redwood

S5 Regional Park
b N

AmayeiVisn ;'\l Anthony Chabot
(#°7 Regional Park
Highland * F aotnill

Bay Farm Square AChabot Park
Island \ .
Metopolian T\ San|Leandro
i - N\
IneTAirport N W Castro
i K Valley
San s B,
Francisco|Bay, Marina Faire sl
e
Hay
Lorenzo g {ackzn i

<4 Triangle;
(W
imgon \ I o

Alvarado

4
¥
N, st

. p
N ] Ardenucod 35

- (32)  FosterCity A

Ni

Redwood
City Lindennwoad

% East
Atherton &* Palo Alta
Uni SN
Si =)
Palo Alto g%,

- 2/
Woodside Stanford
Stanford University

Weekend'Acr:

JBelle Haven

S s S, Westridge -/

Bonneau, Preibusch



Rapidly Changing Market...

bahu

Dear Friends,

Ale some have noficad, Badw iv not acceseible. A rimor has been af?a;ffrﬁh__ga f'ew
fimas .q(f'e.q.f’? Acmrxﬁlgg# which the site doers were ep/ne v be elosed. Tn fimas py{ e
2rieis, W had Muj ,ﬂfp{%’m Fo marnfaim fha .q::r‘?izfi? p;/ Hh sites, Mﬂ;ﬂﬁf/ﬁmﬁ'&;g
ks, ohr Jmﬁb}gm@m}? i e accase fo our sarvers nﬂ:‘/eﬂw}}gm e 1 wari yelr

i proler fip sava yonr InASSAGES, Iw{m"w. . .cen’w‘n{y e shonld have raacted earlier,

At all avents, Tunite with the team to thank you ﬁr J{Wf'i_g‘_;faéﬂh ,mn‘.fn Aeis 50
:g'egr" adkentire which kave started Mﬂf{? i years and attracted more Han 2
wutlion members.

Tmade a ’,.aw'm"' c:f'mj;':;ga .r’.q{g Hank you 7o Mani, sy ’ﬂdfﬁhﬁ?.‘, Sihame, Sais
Abbin, Mare and sy wncle swhis _r;f’;;wn"xp? Jnz atall !?( sy J{ghﬁu'sgg, Thanks so
el o all ez Babdu feam: Fabien, Jean-Frangeis, ﬂ/gg Patrick, Benort
Amélie, Lude, Harcld, Mickal, Lina, Christiane, Mowica, Fabre, Anage, Aurore,
Thomas, Aurélre, ﬁnj, Aldetss, Elament Matengs, #y/@, ,{'fyffr}m and all Hiose
sohom T ﬁf@'ﬁ..

Thard o s0 wmuch!! For Hose wlo are Fnfevastsd, Twant you o .émw, Hat T am
lasne I a hew ‘,.ans;;é::r‘ named J.WHJ?’WM, Lo S A ‘_ffzw »?4‘7_1', T 4{‘;:93 I /m.; e

f‘){éﬁf Vﬁ'{ﬁ{ SPPh.
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= Consistent snapshot as of February 2009

= Available Online:
http://preibusch.de/publ/privacy jungle/
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Lacking standards

= Varying policy length (32 .. 8455 words)

= Low and erroneous P3P adoption:
_ 7145 full P3P
_ 10/ 45 compact P3P

Step 2-1: Compact Policy Validation

Compact Policy has syntax errors or warnings.

Error: HONK is not valid compact policy element.

#@% UNIVERSITY OF 8 o0 YE A Bonneau, Preibusch 17
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Poor usability

= Content problems
undated (13 / 45)
no postal address (15 / 45)

= Technically inaccessible  Eror Saving Webpage i

new window (15 / 45)
requires JavaScript (4 / 45)

\'] This webpage could not be saved.

unprintable, unsavable

#@% UNIVERSITY OF 8 o0 YE A Bonneau, Preibusch 18
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Underdesigned privacy settings Ul

enable photo tagging: yes
- People can tag my photos with their friends

- My friends can tag me in photos

- People can see a list of photos I am tagged

In

Orkut

s UNIVERSITY OF 8 0 o v Bonneau, Preibusch 19
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xcess diffuseness

Account

ebruary 23

You have a Personal account View purchase history | Compare account types

Get more when you upgrade

Upgrade

+ More Communication Features and Access + More Powerful Search

&4 Introductions: 5 of 5 available

Tip: If your Introductions run out, efther wait for a
recipient to take action or upgrade your account

‘S%Settings

Profile Settings

My Profile
Update career and education, add associations and
awards, and list specialties and interests.

My Profile Photo
Your profile photo is visible to your network.

Public Profile
Your public profile displays full profile information.
hiip://www linkedin com/pub/upton-sinclair/11/93b/29

Manage Recommendations
You haven't received any recommendatons.

Status Visibility
Your current status is visible to your connections.

Member Feed Vi: ity
Your member feed is visible to your connections.
Email Notifications

Contact Settings
You are receiving Introductions and InMails.

Receiving Messages
Control how you receive emails and notifications.

Invitation Filtering
You are receiving all invitations.

Home Page Settings

Network Updates
Setings for the display of Netwark Updates on your home
page

News
News is currently shown on your home page.

Your Private RSS Feeds
Enable or disable your private RSS feeds

Groups

Group Invitation Filterin
You are receiving Groups Invitations.

7 UNIVERSITY OF

" CAMBRIDGE

[ InMails: 0 available [Purchase]

Inkdails let you send business and career
opportunities directly to any Linkedin user. Leamn

Personal Information

Name & Location
Control your name, location, and display name seftings

Email Addresses
Your primary email address is currently:
sinclairupton@ymail.com

Change Password
Change your LinkedIn account password.

Close Your Account
Disable your account and remove your profile.

Privacy Settings

Research Surveys
Settings for receiving requests to participate in market
research surveys related to your professional expertise

Connections Browse
Your connections are allowed to view your connections
list.

Profile Views
Control what (if anything) is shown to Linkedin users
whose profile you have viewed

Viewing Profile Photos
You can view everyone’s profile photos.

Profile and Status Updates
Control whether your connections are nofified when you
update your status or make significant changes to your
profile and whether those changes appear on your
company's profile

Service Provider Directory
If you are recommended as a service provider, you will
be listed.

Partner Advertising
Settings for Linkedin partner websites.

Authorized Applications
See alist of websites or applications you have granted
access to your account and control that access

My Network

Using Your Network
Tell us how you want to use your Linkedin network

LinkedlIn

Bonneau, Preibusch
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Unexpected defaults

Partner Sites

Linkedin is working with NY Times.com to use non-personally identifiable information from
your Linkedin profile in order to display a short, customized list of NY Times.com headlines
when you read Business or Technology articles on NY Times.com. By way of example, a
LinkedIn user might see headlines about agriculture if the industry selected in his or her
LinkedIn profile is "Farming.”

This anonymous profile data will also be used to help users see adverising that is most
likkely to interest them on MY Times.com and other sites.

Linkedin will not share personally identifiable information to bring you these services.

Allow customization and enhanced advertising on NYTimes.com and other partner
s5ites?

® yes
~ Mo

CEVCR o EUTE or Cancel

LinkedIn

B Boos : Bonneau, Preibusch 21
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The bigger, the better

= Privacy score increases with
Alexa rank (p = 0.02)
user count (p = 0.04)
_ age of site (p =0.07)

= P3P deployment more often
on large sites (p = 0.08)
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Privacy Is Functionality, too

= More functionality: better privacy controls (p

= Niche sites: worse privacy controls (p = 0.03

Who canview my Profile?
® all Kaioo users
L justmy friends
Users who are not allowed to view my full profile may view a limited version of it.

Who can see my Contact Information?
Your Contact Information is only visible for your friends

Who canview my Friends List?

® all Kaioo users

L justmy friends

May others see that | visited their Profile ?
® Sure, everybody likes visits!
) Mo, I want so stay anonymous.
May your Friends receive News about you on their Start Page?
@® Sure, since | alsolike to receive News about them.
O No, they may not receive News about me.
additional Options

=il my |ast actions may be shown in my networks

Newsletter

& allow Newsletter

Ignored Users

<0.01

Edit Photo Album Privacy

B Who CanSee This?

['] Everyone on Facebook

Friends

_ Friends of Friends
My friends and their friends can see thi

Only Friends
only friends can see thi

») Some Friends
Choose specific friends wha can see this.

=L Markus Kuhn

o Only Me

Gnly you and selected networ ks can see thi

Networks

Some of My Networks... |

[] Cambridge
/! Stanford
[] San Francisco, CA

@ Except These People

=1 Richard Clayton

Cancel

#@iz UNIVERSITY OF
"§# CAMBRIDGE
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Growth is Primary

It's '_

| | ... because it has wore cool

people than wmy local '
phonehook! /

) Find people you know here

Already 33,082,535 people on Badoo!

33,082 535 people are on Badoo, 148411 online now! Bad OO
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Promotional Technique Prevalence

Number/Sample of Users
Photo Sharing

Friends Are Already Members
Communicate with Friends
Share Videos/Music

Discover New People

Signup is Free

Profile Personalisation
Privacy Controls

Blogging

Applications/Games

0% 20% 40% 60% 80% 100%

mgeneral purpose (N=29) proportion of sites featuring

non general purpose (N=16) this promotional argument

#@% UNIVERSITY OF 800 v Bonneau, Preibusch
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Privacy as a Tertiary Argument

#@% UNIVERSITY OF 8 0 o0 v

Eons is the online
community for

Cn Eons, you can...

® Stay in touch with friends and family online

Share photos and videos

* Discuss your passions and interests

Control your privacy

Find friends you haven't seen in eons

Challenge yourself and others to brain games

And, most of all, have funl

Get ready to BOOM Your Life!

% CAMBRIDGE 1200-2000

BOOMers and beyond.

Eons

Bonneau, Preibusch
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Self-Promotion in Privacy Policies

At Badoo your privacy is of paramount importance. As the
custodians of your personal information, we have

developed this policy to ensure that your privacy is always bOdOO
protected while you are using the Badoo network.

= Badoo’s privacy score: 0.23 (lowest in sample)

= Sites promoting privacy have less favourable practices (p = 0.11).

#@% UNIVERSITY OF 8 0 0 v 1
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Act good and don’t make it known!

= The Privacy Communication Game:
avoid privacy awareness

address existing privacy concerns

= The Strategy:
_ hide any privacy notices from mainstream users
convince users who bother looking it up

dissimulate concerns, avoid criticism, discourage critics

#@% UNIVERSITY OF 8 o0 YE A Bonneau, Preibusch 29
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Decreasing Privacy Salience

About Us | Contact Us | Developers | Share Your Profile | Help | Advertise 2% | Terms of Service | Privacy Palicy
Copyright 2002-2009 Friendster, Inc. All rights reserved. U.5. Patent Mo, 7,062,302, 7,117,254, 7,188,153 & 7,451,161
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Playing the Privacy Communication Game

= Privacy seals:
_ on main pages: 0/45

_ on privacy policy: 7/45

= Promoting privacy :
_ on main page: 4+3/45
_ on privacy policy: 34/45

#@% UNIVERSITY OF 8 o0 YE A Bonneau, Preibusch 31
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Thank you very much.

Questions and comments

are welcome and highly appreciated.
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