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How strong is my password?
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Approach #1: Assume a model probability distribution
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Approach #1: Assume a model probability distribution
Special Publication 800-63  Electronic Authentication Guideline 

 

Table A.1 – Estimated Password Guessing Entropy in bits vs. Password Length 
 

 User Chosen Randomly Chosen 
 94 Character Alphabet 94 char 

alphabet
Length 
Char. 

No Checks Dictionary 
Rule 

Dict. & 
Comp. Rule 

10 char.  alphabet 

1 4   -   - 3 3.3 6.6
2 6   -   - 5 6.7 13.2
3 8   -   - 7 10.0 19.8
4 10 14 16 9 13.3 26.3
5 12 17 20 10 16.7 32.9
6 14 20 23 11 20.0 39.5
7 16 22 27 12 23.3 46.1
8 18 24 30 13 26.6 52.7
10 21 26 32 15 33.3 65.9
12 24 28 34 17 40.0 79.0
14 27 30 36 19 46.6 92.2
16 30 32 38 21 53.3 105.4
18 33 34 40 23 59.9 118.5
20 36 36 42 25 66.6 131.7
22 38 38 44 27 73.3 144.7
24 40 40 46 29 79.9 158.0
30 46 46 52 35 99.9 197.2
40 56 56 62 45 133.2 263.4
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Figure A.1 - Estimated User Selected Password Entropy vs. Length 
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NIST “entropy” formula
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Approach #1: Assume a model probability distribution

Other models:
1 Markov models
2 Probabilistic context-free grammar
3 Edit distance
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Approach #2: Time to crack
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Massive password data sets available for the first time

290729 123456

79076 12345

76789 123456789

59462 password

49952 iloveyou

33291 princess

21725 1234567

20901 rockyou

20553 12345678

16648 abc123

RockYou leak
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This talk: assume the distribution is known

Assume a completely-known distribution X
X has N events (passwords) x1, x2, . . .

Events have probability p1 ≥ p2 ≥ . . . ≥ pN ≥ 0

Question: How “strong” is a given event x?
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Desired properties of a strength metric SX (x)

1 Normalisation for uniform distributions:

∀x∈UN SUN(x) = lg N

2 Monotonicity:

∀x ,x ′∈X px ≥ px ′ ⇐⇒ SX (x) ≤ SX (x ′)
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Probability metric SP

SP
X (x) = − lg px

Issues:
1 Doesn’t correspond to sequential guessing
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Index metric SI

SI
X (x) = lg (2 · ix − 1)

Issues:
1 SI

X (x1) = 0
2 Requires averaging indices for passwords of equal probability
3 For X ≈ UN , expected value is ≈ lg N − (lg e − 1)
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Adapting distribution-wide metrics

α is the proportion of accounts broken in a guessing attack
µ̃α is the optimal dictionary size needed (bits)
G̃α is the actual amount of work per account (bits)
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Adapting distribution-wide metrics
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Adapting distribution-wide metrics
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Guessing metric SG

SG
X (x

′) = G̃αx(X )

where αx =
∑ix

i=1 pi

Advantages:
1 Normal & monotonic due to definition of G̃α

2 SG
X (x1) = H∞(X )
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Example estimates for RockYou passwords

x lg(ix ) fx SP
RY SI

RY SG
RY SNIST

123456 0 290729 6.81 0.00 6.81 14.0
12345 1 79076 8.69 1.58 7.46 12.0
password 2 59462 9.10 2.81 8.01 18.0
rockyou 3 20901 10.61 3.91 8.68 16.0
jessica 4 14103 11.17 4.95 9.42 16.0
butterfly 5 10560 11.59 5.98 10.08 19.5
charlie 6 7735 12.04 6.99 10.71 16.0
diamond 7 5167 12.62 7.99 11.30 16.0
freedom 8 3505 13.18 9.00 11.88 16.0
letmein 9 2134 13.90 10.00 12.48 16.0
bethany 10 1321 14.59 11.00 13.09 16.0
lovers1 11 739 15.43 12.00 13.74 22.0
samanta 12 389 16.35 13.00 14.42 16.0
123456p 13 207 17.27 14.00 15.13 22.0
diving 14 111 18.16 15.00 15.87 14.0
flower23 15 63 18.98 16.00 16.62 24.0
scotty2hotty 16 34 19.87 17.02 17.38 30.0
lilballa 17 18 20.79 18.01 18.13 18.0
robbies 18 9 21.79 19.06 18.93 16.0
DANELLE 19 5 22.64 19.96 19.62 22.0
antanddeck06 20 3 23.37 20.84 20.30 30.0
babies8 21 2 23.96 21.78 21.00 22.0
sapo26 22 1 24.96 24.00 22.44 20.0
jcb82 23 0 24.96 24.00 22.65 18.0
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Example estimates for small distributions

Dataset M % seen SP
RY SI

RY SG
RY SNIST

RockYou (baseline) — 100.0% 21.15 18.79 18.75 19.82
small password sets

Chinese 1000 34.0% 22.28 21.24 21.52 20.21
Fox-Admin 369 68.8% 20.95 18.99 19.33 19.28
Hebrew 1307 50.3% 21.25 19.63 20.14 17.46
Hotmail 11576 57.6% 21.82 20.29 20.43 18.21
myBart 2007 19.0% 22.93 22.37 22.54 23.53
MySpace 50546 59.5% 21.64 20.02 20.19 22.53
NATO-books 11822 50.9% 21.66 20.17 20.47 19.35
Sony-BMG 41024 61.3% 20.93 19.10 19.53 19.87

malware dictionaries
Conficker 190 96.8% 16.99 13.60 15.07 16.51
Morris 445 94.4% 18.62 15.68 16.56 15.27

blacklists
Twitter-2010 404 7.9% 23.16 22.86 23.02 15.30
Twitter-2011 429 99.8% 15.11 11.31 13.46 15.27
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Thank you

jcb82@cl.cam.ac.uk



Estimation for unseen events

Simple solution: add-one smoothing
1 SP

X (x) = lg(N + 1)

2 SI
X (x ′) = lg 2N + 1

3 SG
X (x ′) ≈ G̃1(X )
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Stability of metrics

If an event’s probability changes from p → p′

1 max
[
∆SP

X (x)
]

= abs
(

lg p′

p

)
2 max

[
∆SI

X (x)
]

= lg 2
min(p,p′)

3 max
[
∆SG

X (x)
]

= abs
(

lg p′

p

)

For a Zipf distribution, ∆SP
X (x) = ∆SI

X (x)
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