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What's easier to guess?

●Passwords chosen by older or younger users?

●Passwords or random 9-digit numbers?

●PINs or mother's maiden name?



  

My PhD research

●Measuring guessing difficulty empirically

● How do different user groups compare?

● How do authentication schemes compare? 



  

Case study #1: 4-digit PINs



  



  

Guessing a PIN with 6 guesses

● 2% chance of 
success against a 
random user

● 8% given the 
user's birthday! 



  

research in action...



  

Case study #2: basic passwords



  

Password collection at Yahoo



  



  

Age matters a little bit..



  

Financial motivation matters a little bit...



  

Security interest matters much more



  

Case study #3: password advice



  

Password strength meter at Yahoo



  

Strength meter makes 1 bit of difference



  

1 quadrillion 
variations 

≈
50 bits?



  

Google advice



  



  

Google advice

XKCD advice



  

independent words

XKCD advice



  

Case study #4: passwords and language



  

123456
12345
123456789
password
iloveyou
princess
1234567
rockyou
12345678
abc123
nicole
daniel
babygirl
monkey
lovely
jessica
654321
michael
ashley
qwerty
111111
iloveu
000000
michelle
tigger

123456
111111
000000
123456789
123123
111222tianya
5201314
123321
12345678
123
666666
7758521
888888
1314520
1234567
wangyut2
woaini
11111111
a123456
111222
112233
654321
100200
123654
123123123

RockYou CSDN
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RockYou CSDN

Bad passwords are universal...



  

Non-ASCII passwords poorly supported



  

East Asian scripts disabled for passwords



  

Today's Internet identity layer



  

Tomorrow's Internet identity layer

?



  

Thanks to many collaborators ☺

Ross Anderson, Sören Preibusch, Frank Stajano, Ekaterina Shutova 
(Cambridge)

Elizabeth Zwicky, Henry Watts, Richard Clayton, Ram Marti, Clarence 
Chung, Christopher Harris (Yahoo!)

Paul van Oorschot (Carleton)

Cormac Herley (Microsoft Research)


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31

