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What's easier to guess?

*Passwords chosen by older or younger users?
*Passwords or random 9-digit numbers?

*PINs or mother's maiden name?



My PhD research

Measuring guessing difficulty empirically
* How do different user groups compare?

* How do authentication schemes compare?



Case study #1: 4-digit PINs
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Guessing a PIN with 6 guesses

e 2% chance of
success against a
random user

* 8% given the
user's birthday!

JESUS KEYS IN HIS PIN NUMBER



research in action...




Case study #2: basic passwords



Password collection at Yahoo
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Age matters a little bit..

— o
o =
T |

a-guesswork G (bits)

—_
=
-._.I_

— age 13-24
— age 25-34
— age 35-44 |-
— age 45-54
age 09+

.0 0.2 0.4 0.6 0.8

success rate «v



30

25

a-guesswork G, (bits)
L5 b
= &

|

—
e
!

Financial motivation matters a little bit...

I

ad
.
.
!
ot

all users

retail users

I

success rate «

0.6

0.8

1.0



marginal guesswork fi, (bits)
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Security interest matters much more
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Case study ;

#3: password advice



Password strength meter at Yahoo

Get free email and other leading web services with a Yahoo!
account.

Name | |

Gender |- Select One -

Birthday - Select Month - v
Country |United Kingdom v
Postal Code

Select an ID and password

Yahoo! 1D and Email @ |yahoo.co.uk  v| Check

Password |essssseed Weak

Capitalisation matters. Use & to 32 characters, and
do not use your name or Yahoo! ID.

Re-type Password |




a-guesswork G, (bits)

Strength meter makes 1 bit of difference
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To be or not
to be, that is
the c{uestiun.

1 quadrillion
variations

~
~

50 bits?

Want to create a really strong password? Ask Hamlet.

Or Macbeth. Or Othello. Or even take a lyric from your favourite song. The more
unusual the better. Try thinking of a memorable line like, To be, or not te be, that

is the question’ and then use numbers, symbols and mixed letters to recreate it:

2bonz2btitg is a password with quadrillions of variations. Which is a lot,

In short, strong passwords can keep you safe online, which is good to know.

Ta find out more on how to be safer on the Internet go to google.co.uk/goodtoknow

Google
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UNCOMMON CH}ER

m&f"é’ﬁgﬂ UNKNOUN
Tr“@u b4d or &5
caPs. S%M%TDMS | N{‘Hml‘
f*-tnu.:m HFEml;’.l.:ﬂ; .EIIT&T-!-! Mmm

~ 28 BITS OF ENTROPY

2" = 3 pavs AT
1000 GUESSES/sEC
( PLAUSIBLE pTTALK OV A WEAK REMGITE
WER SERVICE. YES, CRACKING A STOLEN

HESH 13 FRSTER, BUT i MOT WHAT THE
AVERAGE USER SHOALD woReY ABOUT. )

DIFFicULTY To GUESS:

EASY

\WAS IT TROMBONE? NG,
TROVBADOR. AND ONE OF
THE Os wWRS A ZERD?

\
AND THERE WAS
SOME SYMBOL...

l"l

DIFFICULTY To REMEMBER:
HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

~ 44 BITS OF ENTROPY

2™ =550 YEARS AT
1000 GUESSES/sEC

DIFFICOLTY T0 GUESS:
HARD

DIFFICOLTY TO REMEMBER:
YOUVE ALREADY
MEMORZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS T GUESS,
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Case study #4: passwords and language



123456
12345
1123456789
password
‘iloveyou
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Non-ASCI| passwords poorly supported

IMDDPIO

Search Go

Careers ¥ Industry Directory ¥ In Production ~

Home > Your Account > Forgotten Password

Forgotten Password
Please choose a new password.

Password too long (max. 64 characters)

R

Password:

Confirm Password: ‘ ------ |

Change
Need help?



East Asian scripts disabled for passwords

mima Google
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Today's Internet identity layer
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Tomorrow's Internet identity layer
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