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Finding #1

People choose banking PINs poorly



  

Passwords



  

research in action...



  

Finding #2

People choose passwords poorly



  



  



  

1 quadrillion 
variations 

≈
50 bits?



  

Google advice

XKCD advice



  



  

Finding #3

Motivation doesn't really matter



  



  



  

Finding #4

Bad passwords are universal



  

123456
12345
123456789
password
iloveyou
princess
1234567
rockyou
12345678
abc123
nicole
daniel
babygirl
monkey
lovely
jessica
654321
michael
ashley
qwerty
111111
iloveu
000000
michelle
tigger

123456
111111
000000
123456789
123123
111222tianya
5201314
123321
12345678
123
666666
7758521
888888
1314520
1234567
wangyut2
woaini
11111111
a123456
111222
112233
654321
100200
123654
123123123
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Challenge #1

human-machine authentication



  

trusted hardware?



  

fingerprint 
biometrics



  

fingerprint 
biometrics



  Matsumoto et al. 2002

fingerprint 
biometrics



  

iris
biometrics



  

iris
biometrics



  

iris
biometrics



  

other
biometrics



  

Challenge #2

the Internet identity layer
(machine-machine)



  

Today's Internet identity layer



  

Tomorrow's Internet identity layer

?



  

Today's approximation



  

Who controls your identity?

the state or fact of 
remaining the same 

...we may replace past names associated with 
your Google Account so that you are represented 
consistently across all our services.



  

Challenge #3

machine-human authentication



  



  



  

Whom do you trust by default?



  

Whom do you trust by default?



  

Whom do you trust by default?



  

Better models

Is this the key 
everybody else sees? 

Is this the key you 
gave me at first? 



  

Computers are useless
They can only give you answers

Pablo Picasso, 1968



  

Thank you all ☺
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