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Finding #1

People choose banking PINs poorly
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research in action...




Finding #2

People choose passwords poorly
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THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PRSSWORDS THAT ARE HARD FOR HUMANS
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To be or not
to be, that is
the c{uestiun.

1 quadrillion
variations

~
~

50 bits?

Want to create a really strong password? Ask Hamlet.

Or Macbeth. Or Othello. Or even take a lyric from your favourite song. The more
unusual the better. Try thinking of a memorabile line like, To be, or not to be, that

is the question’ and then use numbers, symbols and mixed letters to recreate it:

2hon2btitq is a password with quadrillions of variations. Which is a lot.

In short, strong passwords can keep you safe online, which is good to know.

Ta find out more on how to be safer on the Internet go to google.co.uk/goodtoknow

Google
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Finding #3

Motivation doesn't really matter
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Finding #4

Bad passwords are universal
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Challenge #1

human-machine authentication
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Challenge #2

the Internet identity layer
(machine-machine)
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Tomorrow's Internet identity layer




Today's approximation

Sign in using your account with

Google n Facebook

twitker flickr:
YAHOO!  ¢|~OpenlD

Powered by Janrain




Who controls your identity?

i the state or fact of
%ct:onary.com . .
remaining the same

...we may replace past names associated with

your Google Account so that you are represented GO U 8 [ e

consistently across all our services.



Challenge #3

machine-human authentication



Secure Connection Failed
winvedetta.com uses an invalid security certificate.
The certificate is not trusted because itis self signed.

{Error code; sec_error_ca_cert_inwvalid)

= Thiz could be a problem with the server's configuration, o it could be someons
trying to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
ternporary, and you can try again later,

2 wiou can add an excepkion...




& https://accounts.google com/ServiceLogin?service=mail&passive=true&rm=false&continue=https://mail. google. com/mail/7tab%3Dwmé&sce=1 &ltmpl=default&ltmpleache=2

F Certificate Viewer: accounts.google.com 2% Certificate Viewer: accounts.google.com
General | Details
This certificate has been verified For the Following usages: Certificate Hierarchy

55L Server Certificate

~ Builtin Object Token:Verisign Class 3 Public Primary Certification Authorit
< Thawte SGC CA

Issued To accounts.google.com
Comman MName (CN) accounts.google.com
Organization () Google Inc Certificate Fields
e SR L < AER S e 2 = Builtin Object Token:Verisign Class 3 Public Primary Certification Authorit
Serial Mumber 23:85:64:29:21:93:80:1E:61:89:C4. 51: A2, 74 FB:F7 < Certificate
Issued By Version
Common MName (CN) Thawte SGC CA Serial Number
Organization (Q) Thawte Consulting (Pty) Ltd. Certificate Signature Algorithm
Organizational Unit (OU) <Not Part OF Certificates>
o ] N Field Value
Validity Period
Issued Cn 7/21 /11
Expires On 7/19/13

Fingerprints

BE4EED C4EO07D 2B 36810224 A4 CF 9A9EFS
4D 08 4B 31 E4 8F 5D CB 6A 67 4D 79 DD AB D5 D6

E6 96996949 A7 17FD DB AFB6B1 344039 EA

6AT334 44

SHA-256 Fingerprint

S5HA-1 Fingerprint




Whom do you trust by default?

Certificate Manager

Your Certificates Servers Authorities Others

You have cerificates on file that identify these cerificate authorities:

Baltimore CyberTrust Root N
 [F7Buypass AS-983163327
Buypass Class 2 CA 1
Buypass Class 3 CA 1
+ [F7(c) 2005 TORKTRUST Bilgi iletisim ve Biligim Glvenligi Hizmetleri A.S.
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi
v [=7certSIGN
censSIGMN ROOT CA
= (=7 Chunghwa Telecom Co., Ltd.
ePKl Root Certification Authority
v [E7CNNIC
CHNMNIC ROOT
+ [F=7Comodo CA Limited
AAA Certificate Services -]

View Edit Import... Export Delete



Whom do you trust by default?

Certificate Manager

Your Certificates Servers Authorities Others

You have cerificates on file that identify these cerificate authorities:

Baltimore CyberTrust Root N
v [(=/Buypass AS-083163327
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v E7CNNIC
CHNMNIC ROOT
¥ [(="Comodo CA Limited
AAA Certificate Services -]

View... Edit... Import... Export... Delete...



Whom do you trust by default?

Certificate Manager

Your Certificates Servers Authorities Others

You have cerificates on file that identify these cerificate authorities:
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View Edit Import... Export Delete




Better models

+
+(+ CONVERGENCE “*

& Is this the key you

A . gave me at first?



Computers are useless

They can only give you answers

Pablo Picasso, 1968



Thank you all ©

Guessing human-chosen secrets

Joseph Bonneau

University of Cambridge

Churchill College

April 2012

This dissertation is submitted for

the degree of Doctor of Philosophy
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