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Will guessing entropy solve my problems?

G(X ) = E
[
#guesses(X

R← X )
]
=

N∑
i=1

pi · i

Intepretation: Expected number of queries “Is X = xi?” for
i = 1,2, . . . ,N (optimal sequential guessing)
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Will guessing entropy solve my problems?
ed65e09b98bdc70576d6c5f5e2ee38a9

e54d409c55499851aeb25713c1358484

dee489981220f2646eb8b3f412c456d9

c4df8d8e225232227c84d0ed8439428a

bd9059497b4af2bb913a8522747af2de

b25d6118ffc44b12b014feb81ea68e49

aac71eb7307f4c54b12c92d9bd45575f

9475d62e1f8b13676deab3824492367a

92965710534a9ec4b30f27b1e7f6062a

80f5a0267920942a73693596fe181fb7

76882fb85a1a8c6a83486aba03c031c9

6a60e0e51a3eb2e9fed6a546705de1bf

6843b9efec36f428deabce22c0fc1805

5dfbcd6390b77d06df9027c8d7d4fe84

4374968e935a9a0f8d56785ea682eb5f

0753929001291091112580111091991a

0410412e7194adc1b419a87a47979c36

...

Random 128-bit passwords in the wild at RockYou (∼ 2−20)
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Will guessing entropy solve my problems?

Lemma: For a mixture distribution

Z = p · X + q · Y

we have

G(Z) ≥ p ·G(X ) + q ·G(Y)
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Will guessing entropy solve my problems?

Lemma: For a mixture distribution

Z = p · X + q · Y

we have

G(Z) ≥ p ·G(X ) + q ·G(Y)

Therefore, for real passwords P, we have:

G(P) ≥ p ·G(?) + 2−20 ·G(U2128)

G(P) > 2107
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Should I use non-ASCII characters in my password?
parol~
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Should I use non-ASCII characters in my password?
parol~

=
&#1087;&#1072;&#1088;&#1086;&#1083;&#1100;
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Should I use non-ASCII characters in my password?
parol~

=
&#1087;&#1072;&#1088;&#1086;&#1083;&#1100;

=
%26%231087%3B%26%231072%3B%26%231088%3B
%26%231086%3B%26%231083%3B%26%231100%3B
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Should I use non-ASCII characters in my password?
parol~

=
&#1087;&#1072;&#1088;&#1086;&#1083;&#1100;

=
%26%231087%3B%26%231072%3B%26%231088%3B
%26%231086%3B%26%231083%3B%26%231100%3B

6→ 42→ 78
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Is this table legible?

Category Scheme D
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(Incumbent) Web passwords III [13]

Password managers Firefox IV-A1
LastPass IV-A2

Proxy URRSA IV-B1 [5]
Impostor ?? [21]

Federated

OpenID IV-C1 [25]
MS Passport IV-C2 [29]
FBConnect IV-C3 [31]
BrowserID IV-C4 [33]
OTP over email IV-C5 [37]

Graphical PCCP IV-D1 [7]
PassGo IV-D2 [93]

Cognitive

GridSure IV-E1 [51]
Weinshall ?? [47]
Hopper Blum ?? [48]
Word Association ?? [50]

Paper tokens
OTPW IV-F1 [54]
S/KEY IV-F2 [53]
PIN+TAN IV-F3 [56]

Visual crypto PassWindow IV-G1 [61]

Hardware tokens

RSA SecurID IV-H1 [63]
Yubikey IV-H2 [65]
Ironkey IV-H3 [67]
CAP reader IV-H4 [68]
Pico IV-H5 [8]

Phone-based

Phoolproof IV-I1 [70]
Cronto IV-I2
MP-Auth IV-I3 [6]
OTP over SMS IV-I4
Google 2-Step IV-I5 [73]

Biometric
Fingerprint IV-J1 [75]
Iris IV-J2 [76]
Voice IV-J3 [77]

Recovery
Personal knowledge IV-K1 [83]
Preference-based IV-K2 [91]
Social re-auth. ?? [94]

= offers the benefit; = almost offers the benefit; no symbol = no benefit.
= better than passwords; = worse than passwords; no background = no change.

We group related schemes into categories. For space reasons, our Oakland paper [1] describes at most one scheme per
category, but this tech report discusses them all.

Table I
COMPARATIVE EVALUATION OF THE VARIOUS SCHEMES WE EXAMINED
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Was this talk funny enough?

jcb82@cl.cam.ac.uk
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