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Looming authentication challenges

@ The old world
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WEIS 2010: Large study of password deployments

Brett Ryan Sill MJ 251 Joseph is now friends with Michelle Russo Vinroe and Katie
, ™ W Do

Jozey

“Ildentity” websites
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WEIS 2010: Large study of password deployments

Quantity: | 3|

(@ Add to Cart |

or
(g™ Buy now with 1-Click® |

Ship to:
[Joseph Bonneau ¢/
[ Add gift-wrap/note
or

Gga Add to Cart with I

Amazon Prime Free Trial
required. Sign up when you
check out. Learn More

I Add to Wish List | ~ )

J. Bonneau (U. of Cambridge) SOCIALNETS November 18, 2010 2/10



WEIS 2010: Large study of password deployments

® CURRENT E-MAILS

You have no subscriptions for Email newsletiers.

-9 MY ALERTS + Greate News Alert

You have no alerts, use the "Create News Alert” link above to creats one.

5 MY STOCK ALERTS + Create Stock Alert

You have no alerts, use the "Create Stock Alert” link above to create one.

S COMMENT NOTIFICATIONS

Receive a noification when your comment is pested or replied to by an NYTimes reporter. suBscRise

TODAY'S HEADLINES
TODAY'S HEADLINES AT
I

Get general top headines or create a customized e-mail by selecting from the categories
.

+ See Sample

Ous 0] Daiy Featured Section ] Esitorial
[ Sports [] Business 0] Technoiogy
] Poitics ] Workd [CINY Regon
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“Content” websites
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WEIS 2010: Large study of password deployments
Mozilla Firefox v 3.5.8 with:

Autofill Forms 0.9.5.2
CipherFox 2.3.0
Cookie Monster 0.98.0
DOM Inspector 2.0.4

Greasemonkey
0.8.20100211.5

Screengrab 0.96.2
Tamper Data 11.0.1

monkey 0.8.20100406.6
forfirefox

[nd updetes
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WEIS 2010: Large study of password deployments

feature scoring
enrolment
Password selection advice given +1 pt
Minimum password length required +1 pt
Dictionary words prohibited +1 pt
Numbers or symbols required +1 pt
User list protected from probing +1 pt
Cleartext password sent in email after enrolment —1pt
login
Password hashed in-browser before POST +1 pt
Limits placed on password guessing +1 pt
User list protected from probing +1 pt
Federated identity login accepted +1 pt
password update
Password re-entry required to authorise update +1 pt
Notification email sent after password reset +1 pt
password recovery
Password update required after recovery +1 pt
Cleartext password sent in email upon request —1pt
User list protected from probing +1 pt
encryption
Full TLS for all password submission +2 pts
POST only TLS for password submission +1 pt
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The realities of web authentication
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The realities of web authentication

@ ~ all websites collect email address as username
@ ~ all websites use email for password reset
@ ~ all websites use persistent login cookies by default
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Many schoolbook errors are quite common

Change Your Password (optional)

A Password must be at least 6 characters or longer, and may not include blank spaces, or the characters:
<>" (A good example of a password: RUGT_7).

New Password: I Please note passwords are case sensitive.

Confirm Password: I

29-50% of sites store passwords in the clear
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Many schoolbook errors are quite common

guardian.co.uk [Searc

News  Sport | Comment | Culture | Business Money| Life & style | Travel 'Environment

) Technology ) Technology blog.

TECHNOLOGY

Previous Biog home

32.6m passwords may have been
compromised in RockYou hack

dgets popular with MySpace and
acked and 32.6m users are being
ords

[=]=]<]=] =]

A larger smaller

Part ofthe Rockeou web: blog on

RockYou SQL injection hack
January 2010
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Many schoolbook errors are quite common

countermeasure | | C Tot.
CAPTCHA 11 2 1 14
timeout 2 1 2 5
reset 1 3 1 5
none 37 43 46 126

Many websites allow unlimited brute-force guessing
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Many schoolbook errors are quite common

Sign In

E-mail:

Password:
Remember me on this computer

(! ] Oops, unknown user email. Have you signed up yet?

Forgot your password?

Ask

User probing is rarely prevented
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Many schoolbook errors are quite common

interface\ | C Tot.

enrolment | 4 1 1 6
login 43 41 38 132
reset 11 7 2 20

all 1 1 0 2

User probing is rarely prevented
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Many schoolbook errors are quite common
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Many schoolbook errors are quite common

TLS Deployment | C Tot.
Full 10 39 10 59
Full/POST 3 1 1 5
Inconsistent 14 6 5 25
None 23 4 34 61

TLS deployment remains uneven, poorly done
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Many schoolbook errors are quite common

Firesheep

C Stop Capturing

Mike Mcallen
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Windows Live

Alice, or perhaps Bob

Windows Live
Larry Walters
Facebook.
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Windows Live

Alice, or perhaps Bob

Windows Live
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Mike Mcallen
Edit My Profile

[ News Feed Top News -
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1 Technology Lovin... 3
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David Spark Compilation video | shot at Staffing World 2010.
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Security policies vary far more than requirements
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More popular sites do better
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Economic failures

Twitter accounts compromised in torrent site scam

Angela Moscaritolo

% PRINT 7] EMAIL [REPRINT [} PERMIS % Tweet | 0 MUk
Twitter this week reset the passwords of some of its users after RELATED ARTICLES
discovering malicious file-sharing sites that were set up to steal users' . Tuitter hackers compromise

Chinese search engine

login credentials
Twitter aftributes outage to DNS
records hack

During regular monitoring of its user base for suspicious activity, $5L bug used on Twiter

Twitter noticed a sudden surge in followers for several accounts within Spears Twitter hack

the last five days, Del Harvey, Twitter's director of trust and safety, New Twitter worm strikes

wrote in a blog post Tuesday. After investigating the issue, Twitter Twitter amang web apps affected

by patched
Tuitter X

discovered that some of the accounts following the suspicious users

vuinerability not yet

were compromised by an attacker who stole login credentials from

rogue file-sharing “torrent” sites ;&‘:‘T‘ fights off massive DoS
Researchers laud Twitter alerts
For several years, an individual had been setting up torrent sites, as on bad links

well as forums for torrent site usage, Harvey said. This individual sold Koobface hits Twitter

these supposedly well-crafted sites and forums to athers who wanted
RELATED LINKS

to start their own torrent download sites.
Twitter

@ Bad websites can do real damage to good ones
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Economic failures

@ Bad websites can do real damage to good ones
@ Password insecurity is a negative externality
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Economic failures

@ Bad websites can do real damage to good ones
@ Password insecurity is a negative externality
@ Password over-collection is a tragedy of the commons
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Looming authentication challenges

@ The old world
© The emerging world
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OpenID—Single sign-on

R Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)
User agent (a browser)

U — R I'mU@P!
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OpenID—Single sign-on

Registering for Mixx is fast, fun, and easy! Here at Mixx, we don't thinkyou should have to create yet another
username and password. We work with several sites that you may already use. Simply select the account you'd like
your new Mioo account to work with and we'll handle the rest!

AOL & | wmsoo! | Google | facebook |

Register using your OpenD URL

J. Bonneau (U. of Cambridge) SOCIALNETS November 18, 2010 8/




OpenID—Single sign-on

R Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)
User agent (a browser)

Ue: — R I'mU@P!
R «+— Kr.p, n <+ D-H key exchange
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OpenID—Single sign-on

Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «+«— Kg-p, n < D-H key exchange

Us <«— R OK, go verify with P (HTTP 302)

Ue — | want to talk to R, who you share n with
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OpenID—Single sign-on

Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «+«— Kg-p, n < D-H key exchange

Us <«— R OK, go verify with P (HTTP 302)

Ue — | want to talk to R, who you share n with
Ug <« Sure you want to talk to R?
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OpenID—Single sign-on

GO { —‘Sle accounts Sign in as a different user

You are signing in to Mixoccom with your Google Account jhonneau@gmail.com

Signin Cancel

8 Remember me

“fou can always change your Google Account approval settings. Mixsccom is not owned,
operated or controlled by Google orits owners. Leam more

OpeniD
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OpenID—Single sign-on

Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)

User agent (a browser)

s

U — R I'mU@P!

R «+«— Kg-p, n < D-H key exchange

Us <«— R OK, go verify with P (HTTP 302)

Ue — | want to talk to R, who you share n with
Ug <« Sure you want to talk to R?

Ug — Yes, here’s my password: p
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OpenID—Single sign-on

R Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)

User agent (a browser)

R I'mU@P!
Kg-p, n < D-H key exchange
R OK, go verify with P (HTTP 302)
| want to talk to R, who you share n with
Sure you want to talk to R?
Yes, here’s my password: p
Okay, use MACy_ (U, P) (HTTP 302)
R MAC_.(U,P)! See, 'm U@

LTLTITTd
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OpenID—Single sign-on

Feeling geeky?
When you log in to a website that supports OpenlD login we'll send your OpenlD identifier to the website so it can identify you

To make things easy, we have generated this identifier for you:
https://me.yahoo.com/a/OU2iCjRytdHt3TZVle

You don't need to save this identifier. While logging in to websites, you can simply look for a Yahoo! button or type
yahoo.com in the OpeniD text field. You can also choose additional custom identifiers for your Yahoo! account below.

Yahoo!

J. Bonneau (U. of Cambridge) SOCIALNETS November 18, 2010 8/10



OpenID—Single sign-on

R Relying party (www.example.com)
OpenlID Provider (Facebook, Google, etc.)
Uz End user (a human)
User agent (a browser)

UE—>
R «+—
%
—
<_
_>

J. Bonneau (U. of Cambridge)

R

R

I'm U@P!

Kg-p, n < D-H key exchange

OK, go verify with P (HTTP 302)

| want to talk to R, here’s my cookie ¢
Okay, use MACy_ (U, P)

MAC. .(U,P)! See, 'm U@

(auth-immediate)
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The Dark Ages

Find people you know on Facebook

e the same friends, acquaintances and family membe
n use any of the tools on this page to find more frie

s that you communicate
with in the rea s

Find People You Email Upload Contact File

Searching your email account is the fastest way to find your frie

Your Email: @gmail.com

Email Password:

rd. Learn More.
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OAuth—Delegating API access

The Middle Ages

@ Facebook Connect

© Google AuthSub

© Yahoo BBAuth

© Twitter API: HTTP basic-authentication
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OAuth—Delegating API access

APPLICATION

Sign up to get a & _o_

YAHOO!

Yahoo! provides
5 Consumer Key

Consumer Koy (API Key) A.Consumer Key oo

Yahoo returns the
sest_token Request Token

as response to:
get_request_token

Get a Request Token
using: get_rea

ih_expires n

Direct user to Yahoo!
for authorization using:
request_auth

Yahoo! promps user to

[ 3 g et

Yahoo! redirects user
to application, passing
oauth,_verifier

Request paramaters:

| —

Exchange the Request

Refresh the Access Token
using: get_token

Yahoo! grants a new
Access Token and

“onith yahao.guic

J. Bonneau of Cambridge)

User

USER

Appllcation Name.

1eon

Logo

Language

User Support Address.

Contact Email

authorizes

Privacy Polley URL

Developers

Add Developers

Test
Change your icor

Engisn (US) -

© Email O vRL

[r————

Jhonneaudgmai.com

Joseph Bonneau Remove.

@ App registration

9




OAuth—Delegating API access

APPLICATION . YAHOO! USER

Sign up to geta
c

aaaaaaa Koy CAPI Key)

beppa.com

© Access request
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OAuth—Delegating API access

APPLICATION . YAHOO! USER

Sign up t

Coneumer ey (AP Koy) 2 Consumer Key

2nd  Shared Secret

& o Yahoo! provides Request for Permission

FarmVille is requesting permission to do the following

Access my basic Informallon
le pl

Geta Request Token Yahoo! returns the ess my |
Ging: go.eauosttoken Reget T e o icture, gend:
get_request_token ar her int nati I've share h
Slone
i FarmVille
-+ Access my profile information il
e e cntona # sy a
= \_caliback u.m. :xHh-‘k confirmed=trus b
eci sgres to the Farmbille Terms of Service and Privacy Policy - Report Application

Dractwerto Voot
e 2 e — S B Lcave Application

Yahoo! redirects user
to application, passing
oauth,_verifier

Exchange the Request

Token and OAuth Verifier

for an Access Token using:

get_token Yahoo! grants an
Access Token and
Request parameters e

it consumor key roken Secret
Sauth_santure_method Response parameters:
Seutn_signatore Gt token

onuth-version auth_sesson. handle

© -

Refresh the Access Token

Yahoo! grants a new
using: get_token P aiataa]
Reauest parameters: 2 Token Secret
onutn_session handle
“onith yahao.guic

© User approval
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OAuth—Delegating API access

APPLICATION e i YAHOO! USER PLA I NTEXT :
ik ks bt A4’|i<épp|’,<hser

HMAC_SHA1:
MAC Kapp || Kuser ( M)

RSA_SHA1:
Sign,, (M)

Q API Access
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OAuth—Delegating API access

Open issues

@ Standardisation
@ Branding

© Security level

© Service discovery
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Interaction via iframe

Why Do Auctioneers Talk
Like That?

NOV. 18, 2010

BRIEFING S&POLITICS ARTS LIFE BUSINESS&TECH SCIENCE PODCASTS & VIDEO BLOGS

Slétest

1. AP: Murkowski Wins
Alaska Race

»

Pelosi Wins
Leadership
Re-Election

fthe corset GOP Puts Obama's
BY ELERI LYNN Russia Treaty on fce

N

First Gholera Case.
Reported in U.S

b

m Slate.com on
acebook
4

2 e
Caitiin W Casey
=V the batte of 2010, They
Everything You Need To  Six Smart Compromisss  The Best Movie Cameos by My Friend and I Have Tickle
Know About the Pro-Choice Activists Can Politicians Fights All the Time. | Think Eli Davidson lik
Congressional Fight Over  Make in the Abortion 'm Falling in Love With batte ™
the Bush Tax Cuts Debate
derry Gain what
4 BRIEFINGS TODAY IN SLATE attacked by a mouniain goat?
Explainer Garth Strohbehn
The Slatest Wednesday, Nov. 17,2010 ~ crowgsaurce your me

Teday's Pictures

View My Network on Slate’
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Preventing surrepititious authentication

<img id="test" style="display:none">

<script>

test = document.getElementById(’test’);

var start = new Date();
test.onerror = function()
{ time = new Date() - start;}

test.src = "http://www.example.com/";
</script>

J. Bonneau (U. of Cambridge)

Bortz et al. 2007

November 18, 2010 8/10



Preventing surrepititious authentication

# Send users to my detector...

<iframe name="detector"

width="0" height="0" frameborder="0"
src="https://docs.google.com/document/d/
1TUVOx11FAQcVWvhP4EAHQZIPrVmo3_vrz5Sz8Wo">
</iframe>

Narayanan 2009
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Preventing surrepititious authentication

Google docs 8302683 & anyene wantne o

File Edt View Inset Fomat Tools Table Help

[~ | Normal text

| avial

e s 7 u A Bibomea

a 4

J. Bonneau (U. of Cambridge)
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Workable backup authentication

@ Web search
o Reaching a head with OSNs
@ Public records
o Giriffith et. al: 30% of individual’s mother’s maiden names
@ Social engineering
@ Dumpster diving, burglary
@ Acquaintance attacks
o Schecter et. al: ~ 25% of questions guessed by friends, family
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Workable backup authentication

40 T T T T
35F 1
e
30} e f
e Forename
e 251 b
5 ° e -+ Surname
z =T - - Password [RockYou]
2 20 Phd R .
= . o _ - IR e o Password [Klein]
E] PR e X
£ 1. - T e o Password [Spafford]
Z 15F e I 1 .
R - et ¢ o Password [Schneier]
- - -
0/ B
10 .
l.-
5h ]
0 s s s s
2].0 0.2 0.4 0.6 0.8 1.0

success rate o
Personal knowledge worse than passwords (Bonneau et al. 2010)
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Workable backup authentication

Google accounts

Recovering your password

Add more informationto your account to increase your account-recovery options.

Email

Receive a password-reset link at an email address which Add an email address.

yOU Can access.

SMs

Receive atex message with a password-reset code on Country
your mabile phone.

United Kingdom

Mobile phone number
+44 07590 677117

Security question

Answer a question to resst your password

Save | Cancel

m

Google—backup authentication by mobile phone

J. Bonneau (U. of Cambridge) SOCIALNETS
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Workable backup authentication

5] New (@ Reply Gg Replyall (@ Forward 2 Delete @ Junk d=h

# & Moveto w |5 Options

**FOR YOU ONLY** Windows Live Account Recovery

Windows Live Account Recovery (live-rec@microsoft.com)
Fri 9/19/08 10:37 AM
Christopher Marlowe (chris.marlows@live.com)

DO NOT FORWARD ANY PART OF THIS EMAIL TO
ANYONE

This email contains a code that identifies you (the owner of your email
address) to Microsoft

You are receiving this email because your email address,
<chris.marlowe@live.com=, was entered into the Windows Live account recovery
website at http://recover.live.com. This site helps Windows Live ID account-holders
reset their passwords when they are otherwise unable to access their account

We sent you this email in response to a request to help William Shakespeare reset
his password

—If you requested this email (you'll know if you did):

1. Copy the link below: Don't give this link to William Shakespeare or anyone
else

http://recover live.com/Zc=rn 2 ¢For you only
2. Open your web browser, paste the link in the address bar, and then press
ENTER.
3. Follow the instructions on the web page that opens.

Schecther et al. 2008
MS Live (proposed)—social backup authentication
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Workable backup authentication

(& Windows Live ID Account Recovery - Windows Internet Explorer =] Cals
[<]OF /recoverlive.com [ &[4[ x | [£2 Live Search £~

~ Pagev Sefety~ Tools~ @~

¢ Favorites | @ Windows Live ID Account Recovery & - =]

Help a friend reset his or her Windows Live ID password

Use this form f someane you kinow asked you to help recover hs or her Live 10 account.
s for

Your email address: chris marlowe@live.com

Ifyou have multiple email addresses, ask your friend which of your addresses he
or she provided when selecting you 35 an account trustee and enter that address.
What is an account trustes?

Your friend's email address william1564@live com
This is the email address of the Windows Live ID account (&.0. Hotmail) for which

your friend has forgotten the password.

Next

You will only be sble to assist friends who have already identified you 35 one of their passwerd-recovery trustees in their Windews Live ID profiles.

© 2008 Microsoft | Privacy | Legal Help Central | Feedback

il Done @ Internet | Protected Mode: On #100% =

Schecther et al. 2008
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Workable backup authentication

Please confirm your identity

Friend 2 of 7

O Kassie
() Sara

() Harrison
() Trista

(O Lauren
(O Laura

() I'm not sure

Facebook—social questions backup
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Workable backup authentication

Account Activity

View your recent account activity, If you notice an unfamiiar device or location, click "end
ctivity”

tote: Locations and device types reflect our best guesses based on your ISP or wireless

Most Recent Activity

Last Accessed: Today at 3:12pm
Cambridge, ENG, GB (Approximate)

Device Type: Firefox on Linux

Locatit

Also Active
Last Accessed: Yesterday at 6:54pm end
Location: Cambridge, ENG, GB (4pproximate) =
Device Type: Mozila/S0 (XL1; U; Linux i686; en-Us)
AppleW ebKit/534 .12 (KHTML, ike Gecko) Ubuntu/9 10
Chromium/9 0.576.0 Chrome/9.0 576.0 Safari/534 .12
Last Accessed: November 1 at 2:12pm end activity
Location: Londan, ENG, GB (4pproximate)
ice Type: Chrome on Win7
Last Accessed: October29 at 8:17pm E"Qﬂ 2

Cambridge, ENG, GB (Approximate)

Mozilla/5.0 (X11; Uj Linux 886 en-US)

Applew ebKit/534.11 (KHTML, like Geeko) Ubuntu/9 10
Chromium/9.0,566.0 Chrome/3.0,56 6.0 Safari/5 34,11

Last Accessed: October 24 at 1:26am end activity
Cambridge, ENG, GB (Approximate)

Device Type: Firefox on Linux

Loca
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Questions

jcb82@cl.cam.ac.uk
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