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Historical Censorship

He who controls the past controls the future, and he who
controls the present controls the past

—George Orwell, Nineteen Eighty Four, 1949
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Information as a Human Right

Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold opinions
without interference and to seek, receive and impart
information and ideas through any media and regardless of
frontiers.

—Article 19, UN Declaration of Human Rights
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The Internet Dream

The Net treats censorship as damage and routes around it.

— John Gilmore, 1993

No longer true on a technical level!
Remains true on a social level
Information wants to be free...
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The Internet Reality

Diagram: robtex.com
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Pervasive Censorship

Reporters Without Borders Internet censorship ratings
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

BBC
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Falun Gong

Joseph Bonneau (University of Cambridge) Internet Censorship and Resistance May 15, 2009 7 / 31



Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Kurdistan Worker’s Party (PKK)
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Human Rights in China
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Christianity.com
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Playboy

Joseph Bonneau (University of Cambridge) Internet Censorship and Resistance May 15, 2009 7 / 31



Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Wikipedia
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Internatonal Lesbian & Gay Association
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

TheSite.org
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Frequently Blocked Content

International News
Political Opposition
Militant Groups
Human Rights
Religion
Pornography
Sex Education
Homosexuality
Drugs & Alcohol
“Illegal” Content

Hate groups
Child pornography
Copyrighted material
Witness identities

Zundelsite.org
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Normal Web Browsing

WEB BROWSER ISP INTERNET

User DNS Server DNS Server

Web Server

NORMAL WEB BROWSING (no proxy)

1.  User requests www.example.org/page.html
2.  DNS lookup for www.example.org
3.  Lookup response: www.example.org is 192.0.2.166
4.  www.example.org is 192.0.2.166
5.  Get web page: www.example.org/page.html at 192.0.2.166
6.  Here is www.example.org/page.html

Router

1 2
3

4
5

6

normal_no proxy.indd   1 3/19/07   8:56:55 PM

Diagram: Jane Gowan
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DNS Blocking

WEB BROWSER ISP INTERNET

User DNS Server DNS Server

Web Server

DNS TAMPERING

1.  User requests www.example.org/page.html
2.  DNS response: www.example.org does not exist

Router

1

2

DNS_tampering.indd   1 3/19/07   8:56:18 PM

Diagram: Jane Gowan
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IP Blocking

WEB BROWSER ISP INTERNET

User DNS Server DNS Server

Web Server

IP BLOCKING

1.  User requests www.example.org/page.html
2.  DNS lookup for www.example.org
3.  Lookup response: www.example.org is 192.0.2.166
4.  www.example.org is 192.0.2.166
5.  Get web page: www.example.org/page.html at 192.0.2.166
6.  Router drops all packets to 192.0.2.166
7.  Browser concludes that www.example.org is inaccessible

Router

1 2
3

4
5

6

7

IP blocking.indd   1 3/19/07   8:56:32 PM

Diagram: Jane Gowan
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404 Errors
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Deep Packet Inspection

Diagram: Jane Gowan
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Connection Resets
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Tradeoffs

DNS blocking
Cheap, very easy
Over-blocks complete websites
Trivial to bypass

IP blocking
Cheap, easy
Over-blocks virtual hosting

Deep Packet Inspection
Expensive
Tricky to get right
Far more powerful

Photograph: David Gaya
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The Censorship-Industrial Complex

ISPs usually oligopolistic or
state-owned
Major corporations provide
commercial blocking tools
Also sell continuously updated lists
of sites to block
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Blocking Through Regulation

ISPs coerced to block their
customers
Web hosts coerced to block
user-uploaded content
Search engines coerced to censor
results

Joseph Bonneau (University of Cambridge) Internet Censorship and Resistance May 15, 2009 16 / 31



Blocking Through Regulation

“Tiananmen Square” on Google.com and Google.cn
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Blocking Through Fear & Intimidation

Individuals threatened not to post
offensive content
Violators intimidated through social
pressure or extra-legal punishment
Users encouraged to report banned
content
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Blocking Through Fear & Intimidation

I call on Egyptian
government officials to take the
necessary procedures to
protect the Egyptian youth from
the spread of subversive
religious ideologies among
them by permanently shutting
down religious institutions in
this country.

—Kareem Ameer, Egyptian blogger
(sentenced to four years in prison)
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Problems with Blocking

Building and maintaining censorship
system is expensive
Censorship rarely transparent
Deployed systems tempt abuse
Surveillance is a natural extension
USA: NSA Warrantless wiretapping
UK: Interception Modernisation
Programme

NSA room 641
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Censorship Resistance

Avoid telling hackers they shouldn’t do something, and
NEVER tell them they can’t do it. . .

Software to resist censorship:
Hide where a user is visiting
Hide who the user is
Hide where content is hosted

Must also resist attack by censors
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Web Proxies

Relay traffic through an uncensored machine
Vulnerable to monitoring and punishment
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Psiphon

Users in non-censored countries
can easily set up proxies
Users in censored countries can
choose a proxy run by somebody
they trust
Requires no software for browsing
user
Encryption used to hide traffic
Provides weak anonymity only
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Tor

Anonymous web-browsing
Anonymous hosting
De-centralised
Versatile
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Tor Circuits

Dave

Jane

Bob

How Tor Works: 1

Alice

Tor node

unencrypted link

encrypted link

Step 1: Alice's Tor 
client obtains a list
of  Tor nodes from
a directory server.

Diagrams: EFF
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Tor Circuits

Step 2: Alice's Tor client 
picks a random path to 
destination server.  Green 
links are encrypted, red 
links are in the clear.

Dave

Jane

Bob

How Tor Works: 2

Alice

Tor node

unencrypted link

encrypted link

Diagrams: EFF
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Tor Circuits

Step 3: If  the user wants
access to another site, 
Alice's Tor client selects
a second random path. 
Again,  green links are  
encrypted, red links are
in the clear.

Dave

Jane

Bob

How Tor Works: 3

Alice

Tor node

unencrypted link

encrypted link

Diagrams: EFF
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Tor Cryptography

Each relay in circuit removes/adds one encryption layer
Separate encryption between relays
Careful traffic analysis can correlate flows . . .
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Tor Hidden Services
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Wikileaks

Repository of sensitive documents
Source anonymity strongly protected
Mirrored and de-centralised
Over 1.2M documents:

Classified documents
Corporate whistle-blowers’ leaks
Political leaks
Censorship blacklists
Security breaches
. . .
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Freenet

Parallel to World Wide Web
Can create websites and post files
Content collaboratively hosted
Content encrypted and replicated
Users don’t know what they host!
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Ethical Concerns

Censorship resistance systems sometimes controversial
Usually to censors

People use them to do many different bad things
Technologically impossible to block bad uses

Can’t even agree on a definition of ‘bad’

Positive uses outweigh negatives
Information wants to be free. . .
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Fight Censorship!

Read Up
“Access Denied”:
opennet.net/accessdenied
Anonymity bibliography:
www.freehaven.net/anonbib/

Participate, Donate, Volunteer
Tor
Psiphon
FreeNet
Wikileaks
Electronic Frontier Foundation
Open Net Initiative
Reporters Without Borders

Experience it Yourself. . .
chinachannel.hk
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