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Historical Censorship

He who controls the past controls the future, and he who
controls the present controls the past

—George Orwell, Nineteen Eighty Four, 1949
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Information as a Human Right

Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold opinions
without interference and to seek, receive and impart
information and ideas through any media and regardless of
frontiers.

—Article 19, UN Declaration of Human Rights
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The Internet Dream

The Net treats censorship as damage and routes around it.

— John Gilmore, 1993

@ No longer true on a technical level!
@ Remains true on a social level
@ Information wants to be free...
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The Internet Reality
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Diagram: robtex.com
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Pervasive Censorship

[ 4

Reporters Without Borders Internet censorship ratings
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Frequently Blocked Content

Display Options | Accessibiity Help

an

@ International News

Add more ta this page @ set your location

Mortgage claim MP
under pressure

Burma's Suu Kyi 'to face!
trial’

BT to shed a further
15,000 jobs.

 MORE TOP STORIES

 New batch of fighter jats for RAF
« 'sharp rise’ in mortaage lending
« Rail chief gives up annual bonus

Frostbite, shifting ice and food shortages:

LOCAL NEWS

Please set your location to receive local news,
weather and TV/radio schedules

England, Scotland/Alba, Wales/Cymru, N.1 ~ Weather Edt | x v BBC |
London, Central Full forecast » TV: HIGH
v Edit | x
Sport Thursday Saturday
P % Tevez affair sparks
war of words
Ferguson stays cool on
title bid
Strauss hits back over Heavy Sunny. Light 1
Gayle row Showers
5 Max: 18°C
FooTBALL ; e ee
* Tevez affair sparks war of words o
* Ferguson stays cool on title bid [l
« Hibernian 1-1 Rangers € enis By
€D George
. Radio 1 ON RADIO 1 NOW 13/05/2
Business & Money  dit xS e e van B Parform

BBC
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Frequently Blocked Content

BBl 2  truthiuiness Compassion Tolerance

@ International News han Dafa .. o
Ancient Cultivatio
@ Political Opposition

Books Exercises Audio & Video Downloads

» Home Home

» Introduction

S Falun Gong, alsa known as Falun Dafa is an ancient practice for
refining the body and mind, moral and spirtual slavation in accordance
, Falun Gong ©asses in United yith the universal principles of Truthfulness, Compassion and ¢
Kingdol Forbearance; includes gigong exercises and meditation i
» FAQs Since being introduced to the general public in 1992 by Mr. Li Hungzm, "
Falun Dafa’s effectiveness in improving health and its profound
pCentad s principles have quickly made the practice immensely popular v
» Links throughout the entire world. Falun Dafa has attracted tens of millions e
S G T of people in over 60 countries.

Read more about Falun Gong in Introduction and Frequently Asked Questions.

In July 1999 Chinese government banned Falun Gong, presuming that very lart

of followers could pose a threat to their ruling power, and started brutal persecut
Falun Gong practitioners in China.

“We are not against the government now, nor will we be in the future. Other pec
may treat us badly, but we do not treat others badly, nor do we treat people as
enemies.

We are caling for all governments, international organizations and people of gooc
worldwide to extend their support and assistance to us in order to resolve the pr
crsis that is taking place in China.*

- Li Hongzhi, July 22
Introduction

Falun Gong (also known as Falun Dafa) is an ancient practice for refining the b
and mind through special exercises and meditation, and, more importantly, - mor:
spiritual elevation in accordance with the universal principles of Truthfulness,
Compassion and Forbearance

Read m

Falun Gong
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Frequently Blocked Content

@ International News Eﬁ@ﬁm d
I I I I I T T

@ Political Opposition
@ Militant Groups

Bibe endam

Reng Biguhere

Kurdistan Worker’s Party (PKK)
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Frequently Blocked Content

sEAn @

@ International News
@ Political Opposition
@ Militant Groups
@ Human Rights

HUMAN RIGHTS IN CHINA

ACTIVE ISSUES: RELEASE/STATEMENT

Beijing Lawyers Beaten for Representing
Falun Gong Gase

HRIC has learned that Beijing rights defense lawyers
Zhang Kai (3¥31) and Li Chunfu (Z%H&) were
vidlently beaten at their diert’s home in Chongaing
by local police on May 13, 2009. They were then
brought to the local police station for interrogation
and were locked up in an iron cage and slapped in the
face. A month earlier, Beijing rights defense lawyer
Cheng Hai was also violently beaten by the police in
Chengdu, Sichuan for handling a Falun Gong

case..., More ==
i [ p——
CENSORSHIP Wife of Abducted Rights Defense Lawyer

Gao zhisheng Requests Urgent Help from
U.S. Congress in Open Letter

Geng He (Btfl), wife of Gao Zhisheng (B®2), the
prominent Chinese rights defense lawyer who has
been disappeared since early February 2009, is
requesting help from the United States government to
put pressure on the Chinese govemment to disclose
Gao's whereabouts, She has requested that Human
Rights in China (HRIC) release her open |etter, dated
April 23, 2009, to members of the U.S

Congress. ... More ==

f Cansarship: Media
I'in China [ a

Human Rights in China
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Frequently Blocked Content

The Gospel Coalition 2009 National Conference Videos--Click Herel

International News

Political Opposition .
Militant Groups .

Human Rights

with
Dr. ). Verno

Religion

More Video Answers

What is biblical preaching’
D el s Sonor astor o Haly Ty
Church in Chicago, iinois.

Crvistan Liing FAQ

>> Watch today's video FiIr
=
et
oy oE

Christianity.com
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Frequently Blocked Content

Kﬂ, LIVING RODM
International News %7 PARTY wHisise= ¥

°
@ Political Opposition
@ Militant Groups
. Download to own
@ Human Rights sexy Playmate DVDs
.. for 1 low price!
@ Religion
@ Pornography

TODAY

ADVICE ENTERTAINMENT E

Playboy
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Frequently Blocked Content

oseph Bonneau (University of Cambridge)

International News
Political Opposition
Militant Groups

Human Rights
Religion
Pornography
Sex Education

‘WIKIPEDIA
The Free Encyclopedia
navigation

search

)
o) (seuen]
nteraction
+ About Wikpedia

= Contact Wikipedia
= Donate to Wikipedia
= Help

toolbox

= What links here

= Related changes

= Upload file

= Permanent link
= Cite this page

languages

Help us provide free content to the world by donating today!

article || discussion | | edit this page
Fallopian tube
From Wikipedia, the free encyclopedia

The Fallopian tubes, named after Gabriel
Fallopius (Gabriele Fallopio), also known as
oviducts, uterine tubes, and salpinges
(singular salpinx) are two very fine tubes
lined vith ciiated epithelia, leading from the
ovaries of female mammals into the uterus,

Contents [show]

Anatomy [edit]

There are two Fallopian tubes attached to
either side of the cornual end of the uterus
at the axilla of welch, Each terminates at or
near one ovary forming a structure called
the fimbria

The Fallopian tubes are not directly
attached to the ovaries, but open into the
peritoneal cavity (essentially the inside of
the abdomen); they thus form a direct
communication between the peritoneal
cavity and the outside via the vagina

in humans, the Fallopian tubes are about
7-14 cm long.

If  Fallopian Tube is missing from the par
then the other fallopian tube that is
functional could still be a way of carrying an
egg down to the uterus

Regions edit)
There are four regions of the fallopian tube
from the ovary to the uterus:*!

= Infundibulum - contains fimbria

= Ampulia - usual site of fertiization

RN,

Internet Censorship and Resistance

2 Log in / create account
istory

Fallopian tube

Fallopian tubes
Ovaries
Uterus

cenix —{

}\/agma

Schemstic frontal view of femae anstomy

T T~

RO e R

Latin  tuba uterina

Gray's  subject #267 12578
tubal branches of ovarian

Artery  artery, tubal branch of
uterine artery

Lymph  lumbar lymph nodes.

Precursor Mullerian duct

MeSH  Fallopian- Tubes®

Wikipedia
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Frequently Blocked Content

Enlish _ Espaiol _Fransals _Portuguis

International News | in 2ot i s o o e
our world movement!
Political Opposition R TR T T R
o STATE
Militant Groups HOMOPHORIA
. World legal map Women's Assembly
Human Rights

on LGBT legislations : Dedlaration
Religion

World
WORLD SOCIAL FORUI
2009

World

2009 report on state-sponsored
International Busine:

homophobia
80 countries around the world consider
homosexuality illegal, five of them

Eies
Vi e st
ot e seuat act with dest Fondy cosaration n 8
Yo

Travel and residence ILGA, the International Lesbian, Gay, Bisexual, South Africa
Teauiations or peeple. [T s

Pornography reau o frpecp mm:nmm . S
. 3 :’&f?."(.T;fil‘iiél;r’iiif..“.‘..., atDurban (i
Sex Education |

Gicrminaton, sanoahobia nd ke e
. noarance, i Genevs i Ao 2008, was a follw up ta
Homosexualit the Conterence i Durban, Souh @
m uality
UN Durban Review 2009 G A
States must da more to explcily protect LGETI people  Farum
Warid
UN Ratism Conference Afims Mulipl Grounds of Discrimination  world
HPRIL 24, 2005 (Seneva) Governments ondoraing e B oty
Conference decraton shoud 4o more Dl oty
Becote an Joint Statement at the Durban Review Conference Lkl
JITEITTIMIN ..ol oricniation, and Gender Ldentity as Maltiple Forms [ S¥er stetemert on
- of Discrimimation & Related ntolerance pilnensecannd)
oA Gendar dencey st the

The folloing speech was given by Lindiwe Nkutha, South Africa  Ocneral Assembly
(Coalition of Afican Lesbians) on behalf of 1LGA, the International
Lesbian, Gay, Bisexual, Trans.. MR L)

Internatonal Lesbian & Gay Association
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Joseph neau (University of Cambridge) Internet Censorship



Frequently Blocked Content

The@.ovg your guide to the real world @Thesite on your mobile  ENewslatter S

Sex & Health & Home, Law Work Travel & Comn
& Mone

International News

roltial Opposition
Militant Groups S e

Human RIghtS The effects, the riks, thelow

Religion

AK.

Charlie, chang, coke, gack, toot, iall, showbiz sherbsrt, snow, whits, candy, Percy and snif Talk to £
Pornograph
Tal; 0800

Background: » T

. Cocains is a white, flaky powder obtained from the leaves of the coca plant, It is odaurless, problems.

S ex E d u Cat on Soluble, and has powerful stimulant properties similar to those of amphatamines. Tel: 0845
The most common mathad of taking cocaine involves sniffing or snorting a small amourt (usually

called a ‘ine') up the nose through a small tube (often a rolled-up banknote or straw). The drug
i then absorbed into the blood via the nasal membrane. Cocaine can also be heated and the Related art|

H o m OSeX u al ity fumes inhaled. In soluble form, cocaine can be injected

b f £ Anxiety and
Other forms of cocaine:
s ot We all feel ar
D ruas & AICO hol Freshase cocaine is cocaine without ts water-soluble component or ‘base’, A chemical treatment  when does &
is used to draw out the 'pure’ cocaine from many of the impurities, increasing the impact of the N
effects when smoked. Crack is a form of freebase cocaine made by heating cocaine hydrochloride Paranoia
with baking soda or ammonia in water, Speedball is the term given for an injectable and Find out wha
‘dangerous mixture of soluble cocaine and heroin. what can be
The origins
The effects: L
Coca-Cola w
Cocaine produces feslings of wellbeing, mental exhilaration, and euphoria; e
The sensations often last between 15-30 minutes followed immediately by a ‘coming down" marketed as.

TheSite.org
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Frequently Blocked Content

. B THE ZUNDELSITE 2%
International News M 1corcaveo o Ervar Z0npeL - PrisoneR o ConsciEnce £y,

Political Opposition e
Militant Groups

Human Rights
Religion

an

Zundelsite Store

Dissecting
e

Holoe:

This English document comes in eight pats. Itis the original
document on which the following transiations are based. It
summarizes the following eight Revisionist claims. broadly
sketched

PART | - The Holocaust is useful postwar
propaganda that started as a systematic,
insidious campaign during World War Il as one
of the tactics employed by moneyed interests
to rally the troops and engage the world,
specifically America, in what turned out to be,
essentially, a fratricidal war.

Pornography
Sex Education
Homosexuality

Drugs & Alcohol
“lllegal” Content

PART Il - There is no proof that the Holocaust,
as depicted by the Holocaust Promotion Lobby
and the highly politicized Hollywood industry,
actually occurred.

PART il - The numbers of "Holocaust" victims
are irresponsibly exaggerated.

cial state policy towards the Jews
eich was emigration, not

Order Now - $10

ingle been
found with Hitler's signature ordering the
extermination of the Jews.

° Hate groups PART VI - Zyklon B was a fumigant. It wasn't a %;%:cgmd
oractical agent for mass murder. QTRATOHT

o Child pornography

Copyrighted material Zundelsite.org

o Witness identities
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Normal Web Browsing

WEB BROWSER

ISP

INTERNET

DNS Server

Router

DNS Server

Web Server

0 B g B B

seph Bonneau (University of C

User requests www.example.org/page.html|
DNS lookup for www.example.org

Lookup response: www.example.org is 192.0.2.166
www.example.org is 192.0.2.166
Get web page: www.example.org/page.html at 192.0.2.166
Here is www.example.org/page.html

bridge)

Internet Censorship and Resistance

Diagram: Jane Gowan

May 15, 2009
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DNS Blocking

WEB BROWSER ISP INTERNET
User DNS Server | DNS Server
1
€nnnnne

Router

Web Server

1. User requests www.example.org/page.html|
2. DNS response: www.example.org does not exist

Joseph Bonneau (University of Cambridge) Internet Censorship and Resistance

Diagram: Jane Gowan
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IP Blocking

WEB BROWSER ISP INTERNET

User DNS Server ‘

Router

DNS Server

Web Server

S B g 5o B 5

User requests www.example.org/page.html|

DNS lookup for www.example.org

Lookup response: www.example.org is 192.0.2.166
www.example.org is 192.0.2.166

Get web page: www.example.org/page.html at 192.0.2.166
Router drops all packets to 192.0.2.166

Browser concludes that www.example.org is inaccessible

bridge) Internet Censorship and Resistance

Diagram: Jane Gowan

May 15, 2009

/31



404 Errors

& Address Not Found

Firefox can't find the server at www.freetibet.cn.

The browser could not find the host server for the provided address.
» Did you make a mistake when typing the domain? (e.g. “ww.mozilla.org”
instead of “www.mozilla.org”)

= Are you certain this domain address exists? Its registration may have
expired.

= Are you unable to browse other sites? Check your network connection and
DNS server settings. N

m |s your computer or network protected by a firewall or proxy? Incorrect
settings can interfere with Web browsing.

Try Again
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Deep Packet Inspection

WEB BROWSER ISP INTERNET
User DNS Server | DNS Server
T
e
Web Server
[ R—

Router

Diagram: Jane Gowan
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Connection Resets

& Connection Interrupted

The connection to the server was reset
while the page was loading.

The network link was interrupted while
negotiating a connection. Please try again.

Try Again "
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Tradeoffs

@ DNS blocking
e Cheap, very easy
o Over-blocks complete websites
o Trivial to bypass
@ |P blocking
o Cheap, easy
o Over-blocks virtual hosting
@ Deep Packet Inspection
o Expensive
o Tricky to get right
e Far more powerful

Photograph: David Gaya
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The Censorship-Industrial Complex

=
@ ISPs usually oligopolistic or ‘r I;,] @ﬁ.‘,
state-owned CHINA TELECOM

@ Major corporations provide Cisco SYSTEMS

commercial blocking tools
@ Also sell continuously updated lists
of sites to block ®

McAfee
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Blocking Through Regulation

@ |ISPs coerced to block their
customers

@ Web hosts coerced to block

user-uploaded content G 00 8[ e

@ Search engines coerced to censor
results

22 Myspace.cn
i. IR SF
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Blocking Through Regulation

= ananmen square - Googl Imege Search - Mozila Fifox
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Blocking Through Fear & Intimidation

@ Individuals threatened not to post
offensive content

@ Violators intimidated through social
pressure or extra-legal punishment

@ Users encouraged to report banned
content
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Blocking Through Fear & Intimidation

I call on Egyptian
government officials to take the
necessary procedures to
protect the Egyptian youth from
the spread of subversive
religious ideologies among
them by permanently shutting
down religious institutions in
this country.

—Kareem Ameer, Egyptian blogger
(sentenced to four years in prison)
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Problems with Blocking

@ Building and maintaining censorship
system is expensive

@ Censorship rarely transparent

@ Deployed systems tempt abuse

@ Surveillance is a natural extension
@ USA: NSA Warrantless wiretapping

@ UK: Interception Modernisation
Programme

NSA room 641
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Censorship Resistance

Avoid telling hackers they shouldn’t do something, and
NEVER tell them they can’tdo it.. .

@ Software to resist censorship:

e Hide where a user is visiting
e Hide who the user is
e Hide where content is hosted

@ Must also resist attack by censors
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Non Authorized
Authorized website
website (proxy)

@ Relay traffic through an uncensored machine
@ Vulnerable to monitoring and punishment
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@ Users in non-censored countries
can easily set up proxies

@ Main Page - Cship - Mozilla Firefox.
fle Edt View History Bookmarks Tools Help

. . @ ~C ® [ rpsuesi0310515 | v [Cv A Q-
@ Users in censored countries can
Main Page
choose a proxy run by somebody ),
D Welcome to the News

they trust witfiqnet censorship 20081020
@ Requires no software for browsing : oot

User g: :::55;1013!

° Encryption Used to hide traffic Done 86.103.195.150 §§ AS13101 L‘/)‘
@ Provides weak anonymity only
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Tor

@ Anonymous web-browsing
@ Anonymous hosting

@ De-centralised

@ Versatile
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Tor Circuits

E How Tor Works: 1 s Tor node

. . .» unencrypted link
— encrypted link

Alice

i
Y|

- Step 1: Alice's Tor
- client obtains a list
- of Tor nodes from

-adirectory server.
. i Jane

-+ +
E

|

m g |

o
Q
<
(]

']

‘ 1

(|
AL
|
:

b
@
o
T

Diagrams: EFF
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Tor Circuits

E How Tor Works: 2 s Tor node

. . .» unencrypted link
— encrypted link

Alice
—~— e —— ~—p
- | e el [ N—

Step 2: Alice's Tor client

picks a random path to

destination server. Green - u u

links are encrypted, red i L ==
links are in the clear. — —2 — Jane

[
1
(V|
1
|

H

Dave

(i
1

Diagrams: EFF
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Tor Circuits

EP How Tor Works: 3 b Tornods
. . .» unencrypted link

— encrypted link

Alice
) |

Step 3: If the user wants

access to another site, '
Alice's Tor client selects - : <
a second random path. R L e
Again, green links are S ) —0 ¢ Jane
encrypted, red links are — :
in the clear. :
R - - u | e
Dave — N = = Bob

Diagrams: EFF

May 15, 2009 25/31
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Tor Cryptography

User Entry Middle Exit

Data

00 02 28 be ... 1d ae cd 59 ... e4 50 de 5a ...

@ Each relay in circuit removes/adds one encryption layer
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Tor Cryptography

User Entry Middle Exit

SO

DR

/ S\ NDZ

00 02 28 be ... 1d ae cd 59 ... e4 50 de 5a ...

@ Each relay in circuit removes/adds one encryption layer
@ Separate encryption between relays
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Tor Cryptography

User Entry Middle Exit

SO

DR

/ S\ NDZ

00 02 28 be ... 1d ae cd 59 ... e4 50 de 5a ...

@ Each relay in circuit removes/adds one encryption layer
@ Separate encryption between relays
@ Careful traffic analysis can correlate flows ...
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Tor Hidden Services

@ Wikileaks - wikileaks - Mozilla Firefox

=&

- -" http:f,fgaddbiwdftapglkq.onion,fwikif\.’L_J|v‘ Eile Edit ¥iew History Bookmarks Tools Help

‘Wikileaks helps everyone sa

Recent Analyses

.

East Timor: Leaked autopsy
report shows alleged
“coup” |eader Reinado shot!

Main Page

Dili investigator called to
Canberra as evidence of
execution mounts

Ll
+

Main Page (securel

Country index

= About

+ How ministers plotted
= Contact us d
= Media Kit murder
- Writer's Kit + Ministers deny violence
= Donate claim

http://gaddbiwditapglkq.onion/wiki/East_Timor:_Leaked_autopsy report_shows_alleged "coup” ..

bridge)

! ReRQrt it!r Reform

expose corruption in government
and other organizations.,

Fresh Disclosures

+ South African Mining
Refuge Chaimbers Report
2007

+ US Treasury Strategic
Direction 2009-2011

+ DHS Schools: Lessons
Learned 2007

+ DHS Golden Guardian After
Action Review 2004

+ FBI Gang Related Activity in
the US Armed Forces is

Internet Censorship and Resistance

Top countries
- United States - United Kingdorn
- Bermuda - Kenya - Canada -
Garmany - Iraq - Australia -
Afgharistan « Iran « China = India «
Poland « Israel+ Russia » Israel
and Occupied Territories -+ Mormay
= Denmark - Metherlands -

Thailandgesouth Africa - Brazil -

Zealand « Japan
Ireland « Ki

Eelaium - Hona Kena = Seain -

May 15, 2009
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Wikileaks

@ Repository of sensitive documents ' v e
I . Guantanamo's tandar erating
@ Source anonymity strongly protected () SERE Standard Operating

Procedures, 2002
@ Mirrored and de-centralised

@ Over 1.2M documents:

Classified documents

Unless othervise specified the

document described here:

« Was first publicly revealed by
Wikileaks working with our source,

e Chat

Corporate whistle-blowers’ leaks i -
Political leaks TR S [T

dated 10 Dec 2002 and

Censorship blacklists - “R;u:;be‘

Security breaches
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How to fake fingerprints?

Original article by starbug, October 26, 2004, Copyright CCC.

Parallel to World Wide Web i
Can create websites and post files
Content collaboratively hosted
Content encrypted and replicated
Users don’t know what they host!
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Ethical Concerns

@ Censorship resistance systems sometimes controversial
e Usually to censors

@ People use them to do many different bad things
@ Technologically impossible to block bad uses
@ Can't even agree on a definition of ‘bad’

@ Positive uses outweigh negatives
@ Information wants to be free. ..
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Fight Censorship!

@ Read Up

o “Access Denied”:
opennet.net/accessdenied
o Anonymity bibliography:

www.freehaven.net/anonbib/
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@ Participate, Donate, Volunteer
o Tor
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Open Net Initiative
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Fight Censorship!

@ Read Up
o “Access Denied”:
opennet.net/accessdenied
o Anonymity bibliography:
www.freehaven.net/anonbib/
@ Participate, Donate, Volunteer
o Tor
Psiphon
FreeNet
Wikileaks
Electronic Frontier Foundation
Open Net Initiative
o Reporters Without Borders

@ Experience it Yourself. ..
@ chinachannel.hk
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