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Outline

 Why Privacy Matters

 How Social Networks Change The Game

 The Current Mess

 Research 



  

Nothing to Hide, Nothing to Fear? 

 Privacy is not just for fundamentalists!
 Increasing number of real threats:

 Online price discrimination
 Insurance adjustment
 Credit rating
 Blackmail & online scams
 Employee screening
 Government surveillance
 Harassment of minority beliefs



  

Privacy as a Fundamental Right

“It would doubtless be desirable that the 
privacy of the individual should receive 
the added protection of the criminal 
law...”

- Samuel Warren and Louis Brandeis. 
“The Right to Privacy.” Harvard Law 
Review. 1890



  

Privacy as a Fundamental Right

“No one shall be subjected to arbitrary 
interference with his privacy, family, 
home or correspondence, nor to attacks 
upon his honour and reputation.”

- Universal Declaration of Human 
Rights, 1948



  

Privacy as a Fundamental Right

The essential human experiences—
friendship, family, and love—are all based 

on shared private emotion



  

Privacy is Control

● “You should have control over your personal 

information...” - Facebook Privacy Policy

● Much more than “The right to be left alone”

● Informational Self-Determination

Control requires understanding...



  

Privacy and Computers

Why computers change the equation:

 Store data faster than humans can create it
 Backup and cache data in non-obvious ways
 Find statistical correlations which humans can't



  

Privacy and Computers

 “Many will be disturbed by the 
idea that most of their behaviour 
leaves a permanent and easily 
traceable record”

 “The market for privacy-
protection technology will grow''

 “All these efforts to hold back 
the rising tide of electronic 
intrusion into privacy will fail... 
privacy is doomed.”

-The Economist, 1 May 1999



  

Privacy and the Web, v 1.0Privacy and the Web, v 1.0

Text Search



  

Privacy and the Web, v 1.0

Image Search



  

Privacy and the Web, v 1.0

News Articles



  

Privacy and the Web, v 1.0

Merchant Websites



  

Privacy and the Web, v 1.0

Personal Homepages



  

Privacy and the Web, v 1.0

Most predictions wrong!
 Users less aware of privacy
 No market for privacy technology
 The world has not ended...



  

Privacy and the Web, v 1.0

Saving Graces:
 Data spread across many silos 
 Natural Language Processing is hard
 Entity Resolution is hard



  

Privacy and the Web, v 2.0

Personal Profiles



  

Privacy and the Web, v 2.0

Friendship Information



  

Privacy and the Web, v 2.0

Tagged Photos



  

Privacy and the Web, v 2.0

XML data



  

Comparison

Traditional Internet

 Data spread out

 Entity Resolution difficult

 NLP difficult

 Connections hidden

Social Networks

 Centralised control

 Unique IDs

 Tagged Data, XML

 Explicit Social Graph



  

Why Privacy Controls Fail

 Economics

 SNS operators lack a business model

 Usability

 Very difficult to understand data flow

 Sloppiness

 Existing controls implemented incorrectly & hacked



  

Economics

It's a mess out there...



  

Economics

Contrary to belief, there are dozens of competitors



  

Economics

 “Growth is primary, revenue secondary.” 
–  Mark Zuckerberg, Facebook CEO

 Most SNS operators thought to be losing 
money

 Viable business models involve privacy 
violation

– Targeted advertisements, etc.

 Common market cap: $10-$100 per account
– eg Facebook: $15 billion valuation, 175 million users



  

Economics

Privacy Policy, hi5.com (60 M users)



  

Usability

 Visibility of Data is complicated

 People don't want to edit privacy settings
– Over 90% maintain defaults

 Defaults chosen in SNS operator's interest

 Control requires understanding!



  

Usability

Orkut – confusing, open by default



  

Usability

● Facebook public search
– All existing users opted in to new feature

– Most have no idea it even exists!



  

Sloppiness

● Building secure applications is notoriously hard

● Very small development teams
– Sonico – 20 M users, 20 engineers!

● Modern sites are extremely complex
– Features launched before security is developed



  

Sloppiness

Facebook connect – No TLS authentication!



  

Sloppiness

Facebook Markup Language

Result: arbitrary JavaScript execution! (Felt, 2007)

Translated into HTML:



  

Cambridge Security Group 

Researching all aspects of the problem:
 Sloppiness 

– Poking holes to demonstrate insecurity

– Facebook receiving most attention

 Usability 
– Proposing better user interfaces

 Economics 
– Survey of market, proposal of regulatory steps



  

Leakage through Public Search 

Thought to hide most of social graph...



  

Leakage through Public Search 

Can efficiently find dominating sets



  

Leakage through Public Search 

Can also accurately detect communities



  

Leakage through FBQL 

Well-crafted queries can access non-public data



  

Leakage through FBQL 

Malicious application can crawl Stanford network in hours



  

Photo hosting problems

Photo ACL enforced using session cookies



  

Photo hosting problems

Problem – Photos hosted on separate servers!



  

Photo hosting problems

 Can't transfer session cookies between domains

– Privacy violation!

 Insufficient entropy in photo URL's

 Insecure pseudorandom number generator used

 Result: 'Private' photos accessible!



  

Usability Improvements

Privacy Suites – delegate management to trusted friend



  

Economic Analysis

 45 major sites surveyed
 Result: Evidence of market failure

– Little competition between sites on privacy

– Poor usability

– Obfuscated privacy policies

– Users unable to assess a site's privacy level

 Better regulation required



  

Conclusions

 Social networks here to stay

 Privacy needs dramatic improvement

 Can't currently provide meaningful control

 Users must exercise caution
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 Joseph Bonneau, Jonathan Anderson, George Danezis. “Methods of Data 
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Questions?

jcb82@cl.cam.ac.uk
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